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New Survey Uncovers the Impacts of
Hidden Workforce Risk
Endera's new report reveals that nearly half of businesses are unaware of any
potential employee issues prior to a workforce incident; 87 percent say third party
contractors and freelancers are the cause to this costly risk
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MCLEAN, Va., Feb. 21, 2019 /PRNewswire/ -- Endera, provider of the first continuous evaluation

platform for workforce risk, today released a new report, Security Executives on the Future of

Insider Threat Management, which takes a hard look at the business impacts of workforce-

related incidents and the major challenges found in securing the modern day workforce.

To compile this report, Endera commissioned research firm Vanson Bourne to survey 200

security executives focused on insider threats, workplace safety and security at enterprises

with more than 1,000 employees to shed light on how these businesses are experiencing and

addressing workforce-related incidents and risk.

Among the key findings:
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On average, companies suffer from at least 3 workforce-related incidents a week – that

adds up to 156 incidents per year

87% of security executives reported that contractors/freelancers are most likely to be the

cause of workforce-related security incidents at their company; two-thirds (64%)

reported that supply chain/third party vendors were the most likely cause

55% of respondents admit they are struggling to limit the number of workforce-related

incidents and 44% are not aware of any potential workforce or personnel issues prior to

an incident

Almost 40% of respondents reported that their workforce had lost confidence in the

organization's ability to keep them safe

75% of respondents report that their organizations conduct background checks prior to

hiring members of the workforce, but only just under half (48%) report that these checks

are continued on a periodic basis

"Hands down, people are a company's most valuable asset. But, as the definition of the

'workforce' expands with the rise of the gig economy and use of third party vendors,

workforce risk and insider threats are equally becoming a global issue," said Raj

Ananthanpillai, Chief Executive Officer of Endera. "This survey sheds light on the fact that

enterprises are struggling to reduce the number of workforce related incidents, which have

major ramifications on workforce retention, brand reputation, and a company's finances."

A large majority of survey respondents reported that contractors and freelancers are most

likely to be the cause of workforce-related security incidents and 64% reported that supply

chain and third party vendors were the culprit. The report also went on to find that 71% of

those individuals have face-to-face interaction with customers, meaning that not only is this

potentially a workforce issue, but it can also have a detrimental impact on the customers who

rely on the extension of the enterprise to provide services such as child care, transportation,

data management, healthcare and more.

Cyber Threats and Risks Cause More Concern than Workplace Safety  

Security Executives are focused on protecting their company and the entire workforce

ranging from their permanent employees to the contractors, freelancers and supply chains

that service their business. A company's supply chain and gig economy workers are all part of

this larger modern workforce that can present a myriad of risks to a company. 
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To this end, the report also explores the types of risk that enterprises are most concerned

about with most respondents (86%) placing device theft or loss among their top three risks,

along with fraud (80%) and cybersecurity threats (74%). However, these types of insider risks

could be mitigated if the potential for these incidents were flagged ahead of time.

Limitations & Challenges with Current Background Checks 

The report also highlights the current limitations of one-time or periodic background checks

that are frequently the primary source of workforce risk insights for many enterprises. Nearly

half of security executives say that the information in background checks aren't detailed

(48%) enough or aren't updated on a regular basis (46%) to get ahead of workforce risk.

Another eight in ten respondents (84%) report that they could improve the way they use

background check results to mitigate the ongoing risk within their organization.

"In this new modern economy the legacy approach of doing pre-hire background checks,

which is typically a one-and-done process, is outdated and needs to transition to a

continuous evaluation in order to truly identify risk before it's too late," added Ananthanpillai.

"By having access to the right tools and data to proactively head off problems and retain

talent these executives would be better equipped to keep their company, customers and

employees safe."

To that end, 88% of security executives agree that continuously evaluating workforce risk will

help their company better understand and prepare for risks. At the moment, none of the

respondents noted that they conduct post-hire background checks on a continuous basis

and only 11% reported that they update them on a monthly basis. The majority of respondents

are updating them even less frequently than that.

To access the full Endera Security Executives on the Future of Insider Threat Management

survey and key findings, please visit: https://endera.com/futureofinsiderthreatmanagemen‑

t2019.

About Endera 

Endera is a subscription-based, software-as-a-service company that gives insights into post-

hire risk events that could impact legal and compliance status, brand reputation, safety levels

and revenue. Headquartered in McLean, Virginia, just outside of Washington DC, Endera has

been a trusted technology partner for leading companies across a variety of industries for

https://c212.net/c/link/?t=0&l=en&o=2381455-1&h=1560959360&u=https%3A%2F%2Fendera.com%2Ffutureofinsiderthreatmanagement2019&a=https%3A%2F%2Fendera.com%2Ffutureofinsiderthreatmanagement2019


2/21/2019 New Survey Uncovers the Impacts of Hidden Workforce Risk

https://www.prnewswire.com/news-releases/new-survey-uncovers-the-impacts-of-hidden-workforce-risk-300799489.html?tc=eml_cleartime 4/4

more than 15 years. In that time, they have processed more than 16 million risk events for

customers. The organizations leading Workforce Risk Platform has four proprietary patents

and ensures that customers continuously receives the information they need from more than

25 thousand external sources via notifications and alerts to confidently evaluate their

company's workforce.
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