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Itera BCR-P as a robust legal basis for secure data transfers

The landmark Schrems Il ruling on 16 July 2020 by the European Court of Justice (CJEU)! has
emphasized the importance of compliance with the General Data Protection Regulation's
(GDPR) rules on data transfers?. The Schrems Il ruling invalidated the use of Privacy Shield
due to lack of protection against US surveillance® and set out strict requirements for use of
EU Standard Contractual Clauses (SCC) related to data transfers outside the EEA*.

Itera continuously monitors the requirements and developments with regard to
international data transfers, including guidance from the European Data Protection Board
(EDPB) and the relevant national data protection authorities.

Itera's assessment is that our nearshoring activities are not directly affected by the
Schrems Il decision and that our customers can continue to receive services from Ukraine
as specified and agreed in the contractual terms, including data processing agreement,
with the individual customer>.

Itera does not rely on EU Standard Contractual Clauses, which was under scrutiny by the
CJEU, for transfers of customer data to Ukraine. Instead, Itera has since 2017 relied on
Binding Corporate Rules for Processor (BCR-P) as the legal basis for transfers to Ukraine.
BCR-P is considered the gold standard for data protection and is still considered a valid
transfer mechanism by the EDPB®. BCR-P are a global, company-wide privacy framework
that allows the transfer of customer personal data outside of the EEA by processors, once
approved by European DPAs.

European Data Protection Authority (DPA) BCR approval, which includes a lead DPA and two
consulting DPAs, typically takes over two years and requires significant resources to draft,
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implement, and maintain. To date, a very limited number of companies worldwide have
obtained BCR approval, and only a portion of these are approved as BCR for Processors
(BCR-P). Itera’s BCR-P was given through The Norwegian Data Protection Authority (DPA) at
2017-04-20, and is listed in the European Commission BCR registry’.

All Itera Group Companies and associated staff are obliged to adhere to the strict BCR-P
requirements. Adherence to the BCR-P is backed by audits and staff training programs
overseen by Itera's Group Data Protection Officer (DPO) and the DPO organization with local
DPQ’s for each Business Units.

The Schrems Il decision has confirmed the value of Itera’s long-term commitments with
regard to establishing a strong privacy framework based on the DPA approved BCR-P, Itera
have also made assessments of the legal framework in Ukraine. As elaborated below, in our
own opinion the Itera BCR-P and the regulatory framework in Ukraine provides an
effective level of data protection as required under the GDPR and the guidance from the
EDPB.

Assessment of the legal framework for protection of personal data in

Ukraine

The Constitutional Court of Ukraine has in a case 2012-01-20 confirmed that the Ukrainian
Constitution safeguards information regarding the personal and family life of individuals®.
The case also confirmed the strict rules for the collection, storage, use and dissemination of
such information by any person, including state and local bodies. The Decision has the status
of law and compliance with it is mandatory.

Ukraine has recognised human rights and rule of law by accession to the numerous

international treaties such as:

e the Council of Europe's Convention for the Protection of Human Rights and Fundamental
Freedoms;

e the International Covenant on Economic, Social and Cultural Rights;

¢ the International Covenant on Civil and Political Rights; and

e the United Nations Convention on the Rights of the Child.

More specifically, Ukraine has also entered into international commitments related to data
protection, such as the Council of Europe Convention 108 for the Protection of Individuals
with regard to Automatic Processing of Personal Data®. The Convention 108 includes many
of the same rights and as GDPR, such as the principles of proportionality, lawfulness and
transparency. Restriction on the rights laid down in the Convention are only possible when
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overriding interests (e.g. state security, defense, etc.) are at stake. The Convention also
imposes some restrictions on transborder flows of personal data to states where legal
regulation does not provide equivalent protection.

Ukraine have also adopted several laws and regulations that regulate data protection in

Ukraine which also applies to foreign data subjects:

e Law of 1 June 2010 No. 2997-VI on Personal Data Protection;

e Law of 23 February 2012 No. 4452-VI and the Law of 20 November 2012 No. 5491-VI
(collectively 'the Amendments').

Moreover, Ukraine is a party to the EU-Ukraine Association Agreement between the
European Union and its Member States'?, of the one part, and Ukraine, of the other part.
Title Il of the EU-Ukraine Association Agreement provides for the development of national
laws to bring them in line with the standards set forth by the GDPR.

The main regulator for data protection in Ukraine is the Ombudsman. The Ombudsman
maintains an independent role from government bodies and other state bodies. The
Ombudsman has adopted several legislative acts relating to data protection, which together
with the Law and amendments provides provisions on the rights and responsibilities of data
controllers and data processors, as well as the rights of data subjects.

Itera is not aware of any disproportionate surveillance acts or surveillance practice in
Ukraine. Neither has Itera experienced any government access request for disclosure of
data since Itera initiated activities in Ukraine in 2008.

Concluding remarks

Itera's DPA approved BCR-P provides a robust framework for processing and transfer of
personal data to Ukraine. Itera will actively monitor regulatory developments in Ukraine to
ensure that the BCR-P and our compliance framework provides an adequate level protection
of personal data in the light of the GDPR and the EDPB guidelines.

Disclaimer

This assessment is a product by and for Itera Group. Itera does not provide legal advisory
and this information can therefore not be perceived as such. Any reference to or any use of
this information outside Itera Group is at the third party's own risk.
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