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Forward-
Looking
Statements

Va4

During the course of this presentation, we may make forward-looking statements
regarding future events or plans of the company. We caution you that such statements
reflect our current expectations and estimates based on factors currently known to us
and that actual events or results may differ materially. The forward-looking statements
made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, it may not contain current or
accurate information. We do not assume any obligation to update

any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction
and is subject to change at any time without notice. It is for informational purposes only,
and shall not be incorporated into any contract or other commitment. Splunk undertakes
no obligation either to develop the features or functionalities described or to include any
such feature or functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the
United States and other countries. All other brand names, product names or trademarks belong to their respective owners. ® 2020

Splunk Inc. All rights reserved Splunk> turn data into doing




Securing Unified Security Analyst Productivity/
the Cloud Journey Operation Efficiency

Securing
the Cloud
Journey
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Cloud Secure Analyst
Native the Cloud Experience
Experiences
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Splunk
Security
Community

* Source: Gartner Inc. Gartner Magic Quadrant Security
Incident and Event Management, K. Kavanagh, T.
Bussa, G. Sadowski, February 2020

1 https://www.gartner.com/reviews/market/security-
information-eventmanagement/vendor/splunk
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Worldwide
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Splunk Helps You
Secure Your Cloud Journey

Simpler, More Flexible
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Keep attackers out

Bolster your defenses

Soar through
compliance audits
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Security Portfolio

Investigation and Forensics
SIEM/Security Analytics
Automation and Orchestration
Security Incident Response

Unified Security Operations

Security Products

Splunk Cloud / Splunk
Enterprise

Splunk Enterprise Security
Splunk UBA
Splunk Phantom

Splunk Mission Control

Data-to-Everything Platf
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Unified Security
Operation
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Investigations. Dashboards
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Team Lead, Cyber Incident Response

Team (CIRT), Grainger
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Securing Unified Security Analyst Productivity/
the Cloud Journey Operation Efficiency

Analyst
Productivity/
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splunk Playbook name

What type of block would you like to add?

EXECUTE ACTIONS

Playbook

PROCESS FILTERS

Prompt Manual Task

OTHER

Custom Function Custom Function

Nat sure which to use?
Please read the

Jx cusToM FUNCTION

g i list_merge

% community
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Unified Cloud
Security
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Cloud Enables
Transformation, but

Increases Complexity
and Inhibits Visibility
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» @

$6T Breach Insider Threat Compliance Alert Fatigue Enterprise
Complexity

Compounded by

Vv
1‘ W ! ’, 1.1‘1. @
Cd) () (& (5
Multicloud New Attack APIl/Microservices Cloud Workloads Ephemeral
Strategies Surfaces Interfaces and Migrations Processes
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Announcing

Cloud Security Monitoring
Splunk ES Cloud 6.4
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Administrator v 1) Messages ~ ettings ~ Activity = Help = Find

splunk>enterp Apps ¥
Security Posture Incident Review Investigations Glass Tables Security Intelligence » Security Domains ¥ Audit ¥ Search~ Configure ¥ Enterprise Security

Incident Review
Urgency Status Correlation Search ienced Ever 3 events (9/15/20 10:00:00.000 PM to 9/16/20 10:04:51.000 PM)
New x ESCU - Malicious PowerShell Process Zoom Out 1hour per column

Geographically Improbable Access Det... x

Unusual Volume of Outbound Traffic B
12:00 AM 12:00 PM
= Wed Sep 16
earc
! 2020

Security Domain
10.0.1.4 OR fyodor®

Incident Review Events

Urgency = Status = Owner = Actions

Time = Security Domain = Title =

9/16/20 1:00:58.000 PM Network Unusual Volume of Network Activity Medium New unassigned
9116/20 1:05:12.000 AM Access Geographically Improbable Access Detected For fyodor@froth.ly A critcal unassigned
9/15/20 11:30:15.000 PM Endpoint Malicious PowerShell Process - Encoded Command On FYODOR-L froth.ly A critical v unassigned
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Successful security
practices in AWS

ldentify, investigate, and
respond to threats in your AWS
environments at scale
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Main Services for Security Monitoring

AWS CloudTrail AWS GuardDuty AWS Config

Logs activity in your Native threat detection Inventory and

AWS environment service configuration
monitoring

Splunk > turn data into doing’




Interesting CloudTrail Events

CloudTrail:
* DeleteTrail
« StoplLogging
+ UpdateTrail

VPCs:

+ CreateVpcPeeringConnection
+ AcceptVpcPeeringConnection
» CreateClientVpnEndpoint

GuardDuty:

* DeleteDetector

* DeleteMembers

+ DisassociateFromMasterAccount
+ DisassociateMembers

» StopMonitoringMembers

KMS:
+ ScheduleKeyDeletion
+ DisableKey

© 2020 SPLUNK INC.

Security Groups:

* AuthorizeSecurityGroup
Egress

« RevokeSecurityGroupEgress

NACLs:

+ DeleteNetworkAcl

* CreateNetworkAclEntry
DeleteNetworkAclEntry
ReplaceNetworkAclEntry
ReplaceNetworkAclAssociation

Splunk > turn data into doing’
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CloudTrail Use Cases

Root login detected: Encryption Key Protection Disabled
. eventName=ConsoleLogin AND userIdentity.type=Root ... eventName IN (ScheduleKeyDeletion,DisableKey)
errorCode=success
. . | stats values(dest) values(eventType)
Failed IAM COI’IS?'& Logms : values(eventName) by _time, userName, src
. errorMessage="Failed*" eventName=ConsolelLogin
| stats count by sourceIPAddress Unauthorized Call:
Brute Force Password Spraying: ven SKTOFCRICSTACORSSDORIET" OR
. eventName="ConsoleLogin" action="failure" errorCode="UnauthorizedOperation .
| bin _time span=5m | stats count by eventName userIdentity.arn

| stats values(dest) values(eventType)
values(eventName) latest(_time) dc(userName) as
dc_users by src, _time

| where dc_users>=5

Splunk > turn data into doing’



Interesting GuardDuty Events

EC2:

» Backdoor:EC2/DenialOfService

» Behavior:EC2/NetworkPortUnusual
* Recon:EC2/Portscan

* Trojan:EC2/DNSDataEXxfiltration

* Trojan:EC2/DropPoint

» UnauthorizedAccess:EC2/TorClient

IAM:

* Policy:IAMUser/RootCredentialUsa
ge

* PrivilegeEscalation:|AMUser/Admin
istrativePermissions

* Recon:|IAMUser/MaliciousIPCaller

+ Stealth:IAMUser/CloudTrailLogging
Disabled

* UnauthorizedAccess:|IAMUser/Inst
anceCredentialExfiltration

© 2020 SPLUNK INC.

S3:

* Discovery:S3/BucketEnumeration.
Unusual

+ Stealth:S3/ServerAccessLoggingDi
sabled

* UnauthorizedAccess:S3/Maliciousl
PCaller.Custom

* Impact:S3/ObjectDelete.Unusual

Splunk > turn data into doing’



GuardDuty Use Cases

Logins From New IP Addresses:

detail.type="UnauthorizedAccess:IAMUser/ConsoleLogin"
| dedup
"detail.service.action.awsApiCallAction.remoteIpDetai
1s.ipAddressVv4“

| where
"detail.service.action.awsApiCallAction.remoteIpDetai
ls.organization.org"!=<your org>

Credential Exfiltration:

UnauthorizedAccess:IAMUser/InstanceCredentialExfiltra
tion

© 2020 SPLUNK INC.

RDP Brute Forcing:

. detail.type IN
("UnauthorizedAccess:EC2/RDPBruteForce"”,
"UnauthorizedAccess:EC2/SSHBruteForce")

PrivilegeEscalation:
IAMUser/AdministrativePermissions

"detail.type"="PrivilegeEscalation:IAMUser/Administra
tivePermissions™

Splunk > turn data into doing’
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Splunk Security Operations Suite

USE CASES

APPLICATIONS

PLATFORM

DATA
SOURCES

© 2020 SPLUNK INC.

-_
*

Senterprise > >cloud
aws @ 1 ? ] S I I
N =7 Amazon Amazon AWS AWS Amazon AWS Amazon AWS
S3 EC2 CloudTrail 1AM CloudWatch Config Kinesis Lambda

Let’s look first at some detection and investigation use cases with AWS and Splunk

Enterprise Security (SIEM)
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Use Case 1: Account Protection

Essential data mapping and detection rules

AWS Data Source | Source type in Add-on CIM Model Detection in Splunk ES

CloudTrail aws:cloudtrail Authentication Any AWS Account Activity Notable in
aws:kinesis:firehose Change Analysis ES Use Case library
ES Content Update pack

GuardDuty aws:cloudwatch:guardduty  Alert GuardDuty Finding as Notable Event in ES —
Intrusion Detection common ones:
UnauthorizedAccess:EC2/MaliciousIPCaller*
UnauthorizedAccess:IAMUser/MaliciousIPCaller®
Recon:IAMUser/MaliciousIPCaller
Policy:IAMUser/RootCredentialUsage
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Resources

Amazon EC2= 1 A= E 9| sl 1d @ AQL|CH
EC2 7|Ht QA Z =0 Ciat Yel= O|sst= 40| Z2TL Tt

o /7F W QIAEAS AZHSH0] A Q5te YRS X JASLI?
CIAEATHH[HAN O YA O 2 AF5H7| A& L7t
PIAEHATE Y2 ZEl /& (Command and control Server)1

—
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Use Case 2: Defending Compute
Resources

Essential data mapping and detection rules

AWS Data Source Source type in Add-on CIM Model Detection in Splunk ES

VPCFlow logs aws:cloudwatchlogs:vpcflow  Network_Traffic Port Scanning activity
Detect Spike in blocked Outbound Traffic from your AWS
AWS Network Access Control List Created with All Open
Ports

CloudTrail aws:cloudtrail Change Analysis EC2 Instance Started In Previously Unseen Region
EC2 Modified by Previously Unseen User
All AWS activities from

GuardDuty aws:guardduty Alert GuardDuty Finding — common rules:
Intrusion Recon:EC2/Portscan
Detection UnauthorizedAccess:EC2/SSHBruteForce

Trojan:EC2/DNSDataEXxfiltration
Backdoor:EC2/C&CActivity.BIDNS
CryptoCurrency:EC2/BitcoinTool.BIDNS

Splunk > turn data into doing
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Use Case 3: Maintaining Compliance

Essential data mapping and detection rules

AWS Data Source Source type in Add-on CIM Model* Detection in Splunk ES

SecurityHub aws:securityhub* Alert SecHub Findings based on
Inventory 1. CIS AWS Foundations Benchmark controls — e.g.
Change Password policies
Security Groups controls
2. PCIDSS

3. Data Protection controls
4. Secure network configs

CloudTrail aws:cloudtrail Change S3 Bucket Exposed
Authentication EC2 Instance changes
Asset Ownership unspecified
High Number of Hosts Unpatched

Config Rules aws:config:rules Alerts ES Investigation Support

Splunk > turn data into doing
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Cloud Threat Detections using Splunk ES

Leveraging security content and use cases

Threat Category Domain Data Model Detection Rules in ES*
g{g% User Activities Authentication + Access behavior
(&2) Change » Login attempts analytics
« Changes by User analytics
Network & Host Activities  Endpoint + High malicious network volume on host
- Malware « Unrouteable activity
Network, Web « Container monitoring
* DNS Traffic
@ Compliance Change « State of Cloud Resources
Cloud Storage « New open/public bucket

« Storage access analytics

Data Protection Alerts * Gapsin Data
Audit » Financial data in sensitive storage
Data Loss Prevention

*More detections available via ES Content Update and authored via Security Essentials Apps
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Splunk Security Essentials&

https://splunkbase.splunk.com/app/3435
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1. Available Content

Click in the graphs below to filter on an area you want to highlight.

MITRE ATT&CK Matrix

Coler by

Total
Show Only Popular Techniques

Yes

MITRE ATT&CK Matrix

Execution

Chart View

MITRE ATT&CK Threat Group

None

Radar View Sq 1 e

MITRE ATT&CK Enterprise Matrix

MITRE ATT&CK Matrix Platform

Cloud x Office 365 x

K

Highlight Data Source Show Only Available Content

None x Yes

Exfitration Control = Impact &
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Splunk ES Content Updates&
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https://splunkbase.splunk.com/app/3449/ & https://github.com/splunk/security-conten

 2ERE IEEDNOE
* Container Implantation Monitoring & Investigation
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Cloud Cryptomining
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mmmmm

y: Cloud Security
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Example

V4

Simple detection of users
activity without MFA

© 2020 SPLUNKIINC.

~ Detection

~ ESCU - Detect API activity from users without MFA - Rule

ATT&CK

Executl
Description

This search looks for CloudTrail events where a user logged into the AWS account, is making API calls and has not enabled Multi Factor authentication. Multi factor

" ’ » 3 Il Chain Ph:
authentication adds a layer of security by forcing the users 1o type a unique authentication code from an approved authentication device when they access AWS K e PHsERy

websites or services. AWS Best Practices recommend that you enable MFA for privileged IAM users. CIS Controls
Explain It Like I'm 5 Cis 16

In this search, we query CloudTrail logs and specifically look for events where the multi factor authentication context of the user's session is false which basically

means, that the user does not have MFA enabled on AWS. We then filter out all the known AWS service accounts since service accounts typically do not have MFA Data Models

enabled. The search then creates a table of the first and last time a user without MFA was detected, the values and count of the API calls made, the type of user

identity, ARN and the name of the user. Technologies

AWS
Search

Asset at Risk

sourcetype=ams:cloudtrail userdentity.sessionContext.attributes.mfakuthenticated=false | search NOT [| inputlookup All time = AWS Instance
aws_service_accounts | fields identity | rename identity as user]| stats count min(_time) as firstTime max(_time) a
lastTime values(eventName) s eventMame by userldentity.arn userldentity.type user | security_content_ctime c‘;g""‘““
medium
(firstTime)' | “security_content_ctime(lastTine)| v

Creation Date
2018-05-17

Medification Date
2018-05-17

Search auto-canceied

How to Implement
‘You must install the AWS App for Splunk (version 5.1.0 or Ialer] and Splunk Add-on for AWS (version 4.4.0 or later), then configure your CloudTrail inputs. Leverage
the support search Create a of approved AW run it ance every 30 days to create a list of service accounts and validate them. This search
produces fields ( eve userl that are not yet suppoerted by ES Incident Review and therefore cannot be viewed when a notable

erldentity. type

Splunk > turn data into doing



splunk>enterprise App: Search & Reporting ¥

Search Datasets Reports Alerts Dashboards

n
Detection of New Search
u u
ACt I VIt b N o n - sourcetype=aws:cloudtrail eventName=ListBuckets IJserIdentity.sessionContext.attributes.mfaAuthenticaI
n m F count min(_time) as firstTime max(_time) as lastTime values(eventName) as eventName by userIdent]
‘ \ E n a b I e d v 69 events (before 2/1/20 10:37:37.000 PM)  No Event Sampling ¥
Accounts venis(63)  Patlems  Swtstics @) Visslaaton

100 Per Page * # Format Preview »

V4

Non MFA enabled user listing buckets ... userldentity.arn &

arn:aws:sts::591511147606: assumed-role/cloudsploit-security-scanner-CloudSploitRole-
0Z45XXA54XEF /cloudsploit_scan

Splunk > turn data into doing
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Automated Cloud Security Incident

Response
End-to-End SecOps By Combining AWS Services with Splunk ES/SIEM and

Phantom/SOAR

Findings updated with analysis, actions, results, etc.

CIS AWS Amazon Amazon Amazon
Benchmarks Macie Inspector GuardDuty

| 1 aws

U
N
Third Party AWS Security Hub Third Party
(on AWS) (on AWS)
Data Sources (Cloud + Hybrid)
for rocourcos | Detoctin  Visbilty  Analysis  Corlaion  Decisions  Acons
for resources
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Cloud SOAR Use Case 1

Automated Response in Splunk Phantom to a SecurityHub finding

Observe

AWS SecurityHub

«SecurityHub= '=Z &l EC2
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«SecurityHub= Z1HE

CloudWatch O|HIE 2
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«Cloudwatch O|HIE %2 ZAQIE
SQS Queuedf| HMESIL|CH

«Phantom App for SecurityHub SQS

Decide

Playbook: EC2 Instance

Investigation

- +HE flsll XS THA:
- P 2P ME EE &/
- EC2 QIAEA 7Y
_SAE HE

- QA AARA HH JIN 27|
- IP EE =0l

- YK EE =el
« service ticket 4/
« Slack message HOHEI0] M&

© 2020 SPLUNK INC.

Act

Playbook: Instance
Isolation
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ﬁ} Compute Engine < VM instance details Z EDIT Yy RESET 3 CREATE MACHINE IMAGE B} CREATE SIMILAR m STOP 11 SUSPEND @ DELETE

splunk-es-ig
B VMinstances
CPU platform
¢l Instance groups Intel Broadwell
Display device
E Instance templates Turn on a display device if you want to use screen capturing and recording tools.
Turn on display device SOAR Use Case 1 Demo
B Soletenant nodes
Zone
Machine images s Detect & remediate
Labels - "
Q oisks None compromised VM instance
[El  Snapshots s
Oct 3, 2020, 9:29:46 AM
E Images Network interfaces
Name Network Subnetwork Primary internal IP Alias IP ranges External IP Network Tier IP forwarding Network details
& TPUs nicd  default  default 10.138.0.17 - None off View details
& Migrate for Compute Engine o
v Allow HTTP traffic
B8  Committed use discounts ¥ Allow HTTPS traffic
22 Metadata Network tags
http-server, https-server, splunk
&  Health checks Deletion protection
Enable deletion protection
B Zones When deletion protection is enabled, instance cannot be deleted. Learn more
Confidenbial VM servi
S Network endpoint groups ) o
Disabled
(®  Operations Boot disk
Name Image Size (GB) Device name Type Encryption Mode
Q@  Security scans _ i )
wissam-demo-compromised-vm ubuntu-1604-xenial-v20200923 50 wissam-demo-compromis Standard persistent disk Google managed Boot, read/write

ed-vm
{3 0S patch management

Additional disks
o Settinne i




Cloud SOAR Use Case for Multicloud

mazon

M webservices

¢ Google Cloud

AWS EC2 Publisher: Splunk  Version: 1.0.7 Microsoft Azure Compute Publisher: Splunk  Version: 1.0.10
This app integrates with AWS Elastic Compute Cloud (EC2) to perform virtualization actions /! Azure This app implements virtualization actions for Microsoft Azure Virtual Machines
~ 20 supported actions ¥ 22 supported actions

list autoscaling groups - Display autoscaling groups

list network interfaces - Display network interfaces

create vpc - Create a VPC with the specified IPv4 CIDR block

remove instance - Removes an EC2 instance from a security group

assign instance - Assign an instance to a security group

list security groups - Display security groups

remove acl - Remove ACL from an instance. The default network ACL and ACLs associated with any subnets
add acl - Add ACL to an instance

get acls - Get one or more network ACLs

remove tag - Remove specified tag from an instance

add tag - Add tag to an instance

get tag - Get the value of a tag for the given instance ID

snapshot instance - Snapshot AWS instance that has the given IP address or instance ID
deregister instance - Deregister an instance from AWS Elastic Load Balance

attach instance - Attach an instance to an autoscaling group

detach instance - Detach an instance from an autoscaling group

describe instance - Describe one or more instances

stop instance - Stop one or more instances

start instance - Start one or more instances

run command - Run a command on the virtual machine

redeploy vm - Redeploy a virtual machine

generalize vm - Set the state of the virtual machine to be generalized

get ip availability - Check if a private IP address is available for use

list subnets - Get the list of subnets

list virtual networks - Get the list of virtual networks

add application group - Add an application security groups in a resource group

add network group - Add a network security group in a resource group

list security groups - Get the list of all security groups in a resource group

list snapshots - Get the list of snapshots under the subscription

list resource groups - Get the list of resource groups for the subscription

create tag - Create or update a tag

list tags - Get the names and values of all resource tags that are defined in the subscription
deallocate vm - Shut down the virtual machine and release the compute resources. You are not billed
delete vm - Delete a VM

stop vm - Stop a VM

start vm - Start a stopped or suspended VM

snapshot vm - Take a snapshot of the VM

list vms - Get the list of registered VMs

get system info - Get information about a VM

generate token - Generates a token

test connectivity - Validate the asset configuration for connectivity using supplied configuration

test connectivity - Validate the asset configuration for connectivity using supplied configuration

Google Cloud Compute Engine Publisher: FDSE  Version: 1.0.0
This app integrates with Google Cloud Compute Engine

~ 5 supported actions

start instance - Starts an instance that was previously stopped

stop instance - Stops an instance

describe instance - Get instance information

tag instance - Modify tags on instance

test connectivity - Validate the asset configuration for connectivity using supplied configuration
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FINANCIAL SERVICES - CLOUD SOLUTIONS, SECURITY

FINRA: Security in the Cloud

“Splunk Cloud gives you applications that let you get huge
amounts of value from your data.”

— Sr. Director, Information Security

[»Transforms third-party threat intelligence information into
security alerts

[»]Leverages Splunk App for AWS for log centralization and
correlation

[»]Compliance/Governance dashboards (ensure adherence
to FINRA standards)



Security For the Cloud

Cloud Security

Posture Management

(Important for unified cloud management)
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Splunk Benefits

(Across various cloud services)
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