
SECURITY AWARENESS: A 
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START TO FINISH-ISH
often but only in a library capacity –
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STRATEGY 1:

DESIGN FOR THE LONG HAUL

This isn’t a rollout project. You don’t get to “done.”



• Compliance or change?

• How often is often “enough”?

• Feed the beast

• Balance the load

• Get creative…for their sake and yours

Design for the long haul



Check the box…or change behavior?



CHANGING HUMAN BEHAVIOR

Organizations don’t change. 

People within organizations change.





H o w  o f t e n  i s  o f t e n  e n o u g h ?



Strong Passwords

Phishing

Social Engineering

Public WiFi

The Cloud

USB Use

Mobile Devices Ransomware

Telephone scamsEnvironment

Paper-based data

HIPAA



OnGuard - Creating Smart Passwords.docx


Feed the beast









ADKAR
Balance the load



Images: Superhero

www.flickr.com/photos/karla_k/

You need a hero…maybe even a few



• COO/Managing Partner

• Practice Group Leaders

• Department Heads

• Key influencers in the Firm



Get creative



Get creative with Delivery



Awareness Commercial



Get creative with Resources





Get creative with Incentives



STRATEGY 2:

DESIGN FOR DIY

Building an effective Security Awareness program in-house





Who Should Present?
• CIO / IT Director

• CISO  (If they are not human friendly don’t force it)

• 1-2 Attorneys  (HIPAA / IP / Technology Focused)

• Guest Speaker  (FBI or Local Police Liaison) 

• Managing Partner Buy-In & Support is Critical
– They should send the invitation/appointment

– Stress the importance of attending (mandatory?)

– Kick off the session & introduce the speakers

• Make the session slightly general 
(i.e. not too firm specific) = CLE

• Combine with Annual HIPAA Training Requirement



Guest speakers make it interesting and REAL

(*they are also Free*)

• FBI or Local Infragard Chapter (plan in advance)

– They cover cyber terrorism and criminal activity

• Local Police Departments typically have a liaison

– Active Shooter Discussions are difficult, but necessary for most law firms.  
Develop a physical security plan.

• Other Local Experts can validate what you say – but be sure to vet 
their slides and messaging

• Keep all guest speakers to a strict time-limit or else they could eat up 
the entire session time.

• Save all audience Q&A until the end  (time crunch)



1x per year (min)

60-90 min (max)

Afternoon (not lunch)



Live Presentation

w/WebEx or Zoom Broadcast

Record for Replay

& New Hires (mandatory)







Level of 

Usability or 

Functionality

Level of Security

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiKz8CcwtPMAhUC7R4KHXtKAxMQjRwIBw&url=http://www.keeperofthehome.org/2012/07/from-cube-to-farm-surviving-and-thriving-as-a-stay-at-home-mom.html&bvm=bv.121658157,d.amc&psig=AFQjCNG6xIF9xULXPO6cc3iUjopqX7gDcg&ust=1463107401681849


Physical Security

• Office Nameplates & Light Switches have the office number on them & Light 

Switches have building security contact #

• In an emergency situation, call 911, pull the fire alarm, push/pull the blue 

panic button in the corridors – Help will be on the way

• Even if you can’t speak, call 911 leave an open line

• Front Desk has a silent panic button that alerts the building security office 

and the Milwaukee Police Department

• Run / Hide / Fight   https://www.youtube.com/watch?v=5VcSwejU2D0

https://www.youtube.com/watch?v=5VcSwejU2D0


Vendors/Contractors in Our Space

If you don’t know someone, ask:

Who are you? Why are you here?

Call Reception or Call Support Services/IT

For Backup



Safeguards
• Firewalls / 2FA / Multi-Vendor Approach / Sensors / Logs

• Laptop/Desktop Endpoint Utilities & Scanning

• Mobile Phones/Tablets: Never leave unattended in a public 

setting

• Don’t let kids/family members play games on work devices

• Copier Fleet – Swipe Your ID Badge to Use 

• Non-employees will not be able to scan/copy

• Secure Print Feature on Copiers & Printers – Print Job can be 

held in a secure state and printed when you arrive at the 

device



Multi-Tier Information Security

Users

Desktop Anti-Malware/ Anti-Virus Client

Barracuda Email SPAM Filter

Checkpoint Web Filter

External Firewall



Browser Links & Links in Email

Hover Over to Visually Verify

If you must click; Open on iPhone Not 

your Computer



USB Thumb

Flash Drives



Cell Phone Charging Kiosk

A Hacker’s Dream



Do Not Use Work Email for 

eCommerce/Shopping/Banking
• Automatically delete all banking/shopping/ecommerce emails without a 

second thought because your work email is only for work

• Most people use the one email address across all sites – identity theft

• Create unique email addresses/accounts for each site

– bcaraherAmazon@gmail.com --pass: Sh0pping098books!

– bcaraherBMO@gmail.com –pass: Sh0pping098banking!

– bcaraherGap@gmail.com --pass: Sh0pping098clothes!

If you have multiple online identities, it will be nearly impossible for someone to hack your life!

FBI DOES NOT RECOMMEND LASTPASS or PASSWORD APPS

THEY HAVE BEEN HACKED TOO!

mailto:bcaraherAmazon@gmail.com
mailto:bcaraherBMO@gmail.com
mailto:bcaraherGap@gmail.com


Recent Email Phishing Scams

These types of email

Scams are only going to get 

better and more targeted.

From: Randy Crocker

From: PGL, etc.  





Email Scams for Representation



von Briesen Website Disclaimer



Scammers are Targeting Us



If Your Machine is Acting Weird

or You Clicked/Opened Something Bad

1) Close the App/Browser 

2) Close the Lid/Turn Off Your System  (Try to quickly save work first)

3) Pull Out Your Network Cable / Turn Off WiFi / VPN

4) Contact IT Immediately for a special scan



Typo - http://youtuber.com 



Ransomware is a very real threat.

• Notify IT immediately if it happens to you

• Unplug from Network / Turn Off Immediately

• Do not store client data, originals or other irreplaceable work product 
on your computer

• Don’t store personal data 
(pics/music/docs) on vB PC

• We will wipe computer if 
infected w/ransomware

• FBI Says: Never pay the 
ransom  





Threat Actors

https://www.surfwatchlab

s.com/threat-

categories#Actor



Protected Health Information (HIPAA)
Health Insurance Portability and Accountability Act of 1996

The Health Information Technology Economic and Clinical Act (Title XIII of the 
American Recovery and Reinvestment Act of 2009)

PHI is individually identifiable health information held or transmitted by a 
covered entity or its business associate, in any form or media, whether 
electronic, paper, or oral.
• PHI Excludes 

– Employment records maintained by covered entities in their capacities as employers; and 

– Education and other records subject to the Family Educational Rights and Privacy Act 



What Makes Information Identifiable?

1. Name

2. Address (geographic subdivisions 

smaller than a state)

3. Email address

4. Dates (except years)

– Birth Date

– Admission/Discharge Dates

5. Telephone numbers

6. Fax numbers

7. Social Security Number

8. Medical record number

9. Health plan beneficiary number

10. Account numbers

11. Certificate/license numbers

12. Vehicle identifiers and serial numbers, 

including license plate numbers

13. Device identifiers and serial numbers

14. URLs

15. IP addresses

16. Biometric identifiers, including finger 

and voice prints

17. Full face photographic images and any 

comparable images

18. Any other unique identifying number, 

characteristic, or code (not the unique 

code assigned by the investigator to 

code the data)

All 18 elements must be removed for data to be “de-identified”

Note: Generally, redaction is not sufficient to de-identify PHI



When Do We Have to Comply?

When we create, receive, maintain or transmit PHI when 

representing:

• A “covered entity”

–Health plans

–Health care providers

–Health care clearinghouses

–Hybrid entities (e.g., municipalities)

• A “business associate” or other entity that supports the 

health care industry





QUESTIONS
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