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Bao mat Zoom: 9 tinh nang va cach
bao mat khi hop, hoc, hdi thao mdi
nhat

S dung Zoom bao mat dung cach dwoc rat it ngwdi biét dén. Bang ching la trong qué
khtr da c6 khong it thong tin khong tét v& bado mat ctia Zoom. Nhe Covid-19, lwgng ngudi
dung tang doét bién, ddng théi ndy sinh cac van dé bao mat, quyén riéng tw clia ngudi
dung. Pay ciing la thoi diém mot dang tan cong cac cudc goi dwoc sinh ra goi la “Zoom
Bombing”. K& xam nhap sé bat ng® can thiép cac cudc goi, d& pha dam, truyén ba cac noi

dung khéng lanh manh. Va ndm bat dwoc tinh hinh, Zoom da can thiép.

Dai dién cla Zoom US d& phat dong mét chién dich dé thay déi cac van dé& bao mat.

Chién dich nay dién ra trong 90 ngay dé dwa ra phién ban 5.0.

zoom BEeX0

Trong 90 ngay nay, Zoom tap trung nang cap nhiéu van dé. Trong do6 2 van dé chinh 1a két

ndi va trai nghiém ngwdi diing. Théng tin cu thé sé dwoc md ta dwdi day.

Tham khao théng tin di tAc Zoom tai Vietham ZOOI l l

Xem bdng gid chi tiét



https://zoom.org.vn/zom-vietnam-partners/
zoom.org.vn
zoom.org.vn
https://zoom.org.vn/bang-gia/
https://zoom.org.vn/bang-gia/

Zoom da nang cap nhirng gi?

Két noi cua Zoom

Ma hoa AES 256-bit GCM: Zoom da nang cap phién ban véi ma hoa cao cap han.
Diéu nay dem lai su an toan vé cac di liéu trong cudc hop khi cong nghé ma hoa

da cao cap hdn. Ma hoa nay tudng thich v@i nhiéu nén tang ctia Zoom nhu Zoom

Meeting, Zoom Webinar, va Zoom trén dién thoai.

Kiém soat ludng dir liéu: Tai khoan quan tri (admin) s& cé kha ndang chon ngudn
dir liéu két ndi trong khu vuc cling nhu cac thdng tin di kem. Tat ca cac théng
tin d&u hién thi theo thdi gian thuc cho ca hai nén tang webinar va meeting.

Giao dién nguai dung

Bi€u tugng bao mat: Truy cdp nhirng tinh ndng bao méat cla Zoom. Trudc day
nam & khu vuc thiét 1ap cudc hop, gid d& hién thi trong giao dién cta ngudi chu
tri cudc hop. TU day ngudi dung cé thé thiét 1ap bao mat cho cudc hop dé dang
haon.

Cai tién trang tdng quan: Admin cla cac céng ty c6 thé xem céc cudc hop cla
ho dang két nGi nhu thé& nao qua trung tdm dir liéu Zoom hién thi trong Trang
tdng quan thu phdng cua ho.

Tinh ndng thém: Ngudi dung gid cé thé tuy chinh théng bdo chat trong Zoom.
Trudc day |a sé hién thi dong chat 1phan, gid d& dudc &n di dé tranh anh hudéng
dén cubc hop. Cubc hop Zoom gid sé cod 11ki tu s6 phirc tap. Va hién tai, phan gui
dudng link mai va ID phong hop d3 bi gidu di. Phan nay dudc di chuyén & trong
phan danh sach thanh vién “Particitpants", tré nén khdé khan haon cho ngudi
dung néu mudn chia sé phong hop ra ngoai.

Thém lién hé tu dong cha tai khoan: Zoom 5.0 s& hd trg cho cic thdng tin mdi
d&i v3i cac t6 chirc I16n, cho phép ho k&t néi vdi cac tai khoan cuing hé théng. Viéc

nay sé giup ban thém cac tai khoan Zoom cuing cong ty vao danh ba cua ban.

Hwoéng dén s&zdung Zoom Webinar
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Kiém soat bao mat cho ngudi dung:

Tang kha ndng quan tri cia chi phong: Chu phong gid cé thé “bdo cdo ngudi
dung” qua Zoom @& biéu tugng bao méat clia Zoom. Diéu nay cd thé khién tai
khoan clia ngudi tham gia mét kha nédng déi tén clta ho. D&i v3i cac ngudi dung
day hoc (dudi email la edu), chia sé man hinh chi cé d6i véi chu phong.

Tao phong chd tu dong: day 1a tinh ndng phong chd. Pay la tinh ndng cé sén
trén Zoom cho phép chu phong cho ngudi tham gia chd trudc khi vao cudc hop.
Ngudi dung trudc khi vao cudc hop déu phai dudc phé duyét bdi chu phong.
Hién tai da dudc d6i thanh tinh ndng mac dinh. Tinh ndng nay mac dinh bat vdi
tt ca cac phién badn ngudi dung.

Tang mic d6 phirc tap mat khau tao tu déng: Mat khdu phong hop, mot tinh

nang hién cé hién tai. GiG day da dudgc bat mac dinh, khong con la tinh nang tuy
chon nifa. Tinh ndng nay d4p dung mac dinh 1&n moi phién ban ké ca ngudi dung
ca ban.

Mat khau cho video luu trén dam may: Gid cac cudc hop dudc luu lai trén dam
may truy cép déu yéu cidu méat khiu. DGi v3i cac tai khoan admin, khi ddt méat
kh&u déu cé thé do mlrc d6 phirc tap cia mét khau.

Hién tai cac chirc nang nay da cé trong ban cap nhat méi nhat. Ban cé thé tham khao chi

tiét cAch str dung qua dwdng dan sau.

Hwoéng dan sizdung Zoom Meeting

Xem bdng gid chi tiét

Huéng dan cach bao mat Zoom khi t6 chirc
phong hop

Tong quan giao dién

Biéu twong Bao mat trong giao dién cho phép nguwdi chi tri bat (enalble) hodc tat
(enable) céac tuy chon trong cudc hop dé bao mat cudc hop va gidm anh hwéng trong tdi
cudc hop. Hau hét cac cai dat co thé tay chinh tir trwéc cude hop. Hay néi cach khac, biéu

twong nay la tdng hop cactinh nang bao mat.
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Gidi thiéu cac tinh nang trén Zoom

Security lcon

Nhép vao ddy dé xem video full

Néu céc tlly chon dwoc bat/tt (enalble/disable) va bi khoéa (lock) bi admin, ngudi dung

sé khong thé thay déi trong qué trinh stv dung.

Tai Zoom mién phi tai day

Xem bdng gid chi tiét

Céc cai datbao matdang co la:

. Khoéa cudc hop: Khdéa cudc hop, ngan nhirng ngudi mdi tham gia cudc hop.

. Bat Phong cha: Bat “Waiting room” cho nhirng nguGi tham gia mgi dén hoac
chuyé&n nhirng ngudi tham gia hién tai vao Phong chd.

« Cho phép ngugi tham gia:

o Chia sé man hinh: Cho phép ngugdi tham gia bat dau chia sé man hinh.
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Tro chuyén: Cho phép ngudi tham gia sir dung chifc nang tro chuyén.

- DAi tén ban than: Cho phép ngudi tham gia dGi tén minh trong “Participant”.

o Tu bat tiéng: Cho phép ngudi tham gia tu bat tiéng ma khong can su cho
phép cua may chu.

o Vé/chi thich trén man hinh chia sé: Cho phép ngudi tham gia déong gép

bang cach vé thém vé ndi dung dugc chia sé trong cudc hop. Ngudi chd tri co

thé bat hodc tat v& khi may chu dang chia sé.

. X6a ngudi tham gia: Cho phép xéa ngudi tham gia khoi cuéc hop. NguGi tham
gia khéng thé tham gia lai trir khi “Allow removed participants to rejoin” dugc
bat trong cai dat Cudc hop.

. Bao cao: Cho phép ban bdo cdo mot ngudi dung vdéi nhém Tin cay va An toan
clia Zoom. Ban sé& cé thé chon ngudi dung nao dé& bao cdo va cung cap chi tiét vé

su' cB. Ban cling c6 thé tailén bang ch*ng, chdng han nhu anh chup man hinh.
Diéu kién tién quyét:
« Zoom trén Desktop:
o Windows: 4.6.10 (20033.0407) hodc cao han
-, MacOS: 4.6.10 (20041.0408) hoac caohan

» Linux: 3.5.383291.0407 hoac cao han
» Chrome OS: 3.6.5 (4111.0413) hoac caohan

« Zoom trén dién thoai

, Android: 4.6.20000.0407 hoac cao han
, 10S: 4.6.10 (20012.0407)hodc cao han

., Zoom trénweb:
, Chuaco
, Phailachu tricudc hop, hoac dong td churc.

Xem théng théng tin vé dbi tAc cao cAp chinh thirc cia Zoom tai Viét Nam

Hudéng dan bao mat cho:
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Hé diéu hanh Windows/MacOS:

1.Bat dau mot cubc hop Zoom.
2.Nhap vaoSecurity

Gatlery View "
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3.Pay lanhitng chirc ndng cé thé dudc bat (Enable) trong biéu tugng bao mét:

o Lock Meeting: khéa cudc hop, ngan cho thanh vién mgi tham gia.
- Enable Waiting Room: M& phong chd (Waiting Room) cho ngudi tham du

chd hoac cho ngudgi dang tham gia vao phong chd.
o Cho phép ngudi tham du:

= Share Screen: Chia sé man hinh cua ho

= Chat: Cho phép ngugi dung trd chuyén riéng.

= Rename Themselves: Cho phép ngudi tham du thay ddi tén cua ho.

« Unmute Themselves: Cho phép ngudi dung bét ti€ng dé ndi chuyén.

. Annotate on Shared Content: Cho phép ngudi dung vé/chu thich (annotate)

I&n man hinh dang chia sé. Ngudi chu tri cé thé bat (enable) hodc tat
(disable) cac chu thich nay khi ngudi chu tri dang chia sé man hinh.

Remove Participant: Cho phép xdéa ngudi tham gia ra khéi cudc hop. Ngudi

(o]

dung khdng thé tham gia trir khi cho phép ngudi dung bi xéa dugc phép
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tham gia lai (Allow removed participants to rejoin) dugc bat (enabled) trong

cai dat cudc hop (Meeting settings).

o Report: Cho phép ban bao cdo ngudi dung cho ddi Zoom'’s Trust and Safety.
Ban sé& dugc chon ngudi dung nao dé bdo cdo va sé cd phan dé dién cac
thong tin chi tiét nhu li do bdo cdo. Ban cd thé cung cdp cac bang chrng nhu
video hay chup man hinh.
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Tham khao dang ky Zoom mién phi tai day

Hé diéu hanh IOS/Android:

1.B&t ddu mot cudc hop Zoom.
2.Nhap vao More trong phan cong cu cudc hop.

Z00Mm
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3.Nhap Meeting Settings.
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Xem bdng_gid chi tiét

4. DuGi phan Security, ddy 1a nhirng tinh nang c6 thé dudc béat:

o Lock Meeting: khda cudc hop, ngan cho thanh vién mgi tham gia.

o Waiting Room:

o M@ phong chd (Waiting Room) cho ngu@i tham du chG hodc cho ngudi
dang tham giavaophong chd.

o Cho phép ngudi tham du:

» Share Screen: Chia sé man hinh cua ho

« Chat: Cho phép ngudi dung tro chuyén riéng.

. Rename Themselves: Cho phép ngudi tham du thay déi tén cla ho.

. Unmute Themselves: Cho phép ngudi dung béat ti€ng dé€ nbi chuyén ma
khéng can quyén cua ngudi chu tri

ZO0Mm
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Meeting Settings

SECURITY

Lock Meeting

Enable Waiting Room

Allow Participants To:
Share Screen
Chat with

Rename Themselves

Add Watermark to Shared Content

CONTENT SHARE

Annotate
Show Names of Annotators

HOST CONTROLS

Meeting Topic Juliana's Zoom Meeting >

Play Chime for Enter/Exit

GENERAL

Always Show Meeting Controls

Touch Up My Appearance

Closed Captioning

Show Name when Participant Joins
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Webinars

Zoom Webinarla gi?

Khi ban 1a chi tri hdi thdo (webinars), phan bao mat (Security) sé c6 cac tinh nang twong
tw:

Lock Webinar: khéa cudc hop, ngan cho thanh vién mgi tham gia.

Cho phép dién gia:

° Share Screen: Cho phép cac dién ra chia sé man hinh.

° Start Video: Cho céac dién ra chia sé video trong hoi thao.
° Rename Themselves: Cho phép cac dién ra thay ddi tén clia ho trong hdi

thao.

° Annotate: Cho phép dién ra v&/chd thich (annotate) 18n man hinh chia sé.

* Cho phép ngusi tham gia:

o

Raise Hand: Cho phép ngudi tham gia gic tay trong hdi thao.
o Chat With: Cho phép ngudi tham gia cé thé trd chuyén, ducng nhién véiviéc

ho chon ai dé trd chuyén.

ZO0IMm

Xem bdng_gid chi tiét
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9:41 all T -

Meeting Settings Done

SECURITY

Lock Webinar

Enable Waiting Room

Share Screen

h_/

Start Video E
Rename Themselves o
Annotate &
Raise Hand -
Chat with All Participants and Atten

HOST CONTROLS

Meeting Topic Juliana's Zoom Me

Play Chime for Enter/Exit L)
NER

Always Show Meeting Controls \_/

Touch Up My Appearance L

Closed Captioning -

o Luuy:Tinh ndng dé& bdo cdo ngudi dung c6 thé dudc tim thdy & phan thanh vién
tham gia trong cudc hop. Tinh nang nay cho phép ban bdo cdo ngudi dung cho
ddi Zoom’s Trust and Safety. Ban s& dudc chon ngudi dung nao dé bdo cdo va sé
c6 phan dé dién cac théng tin chi tiét nhu li do bdo cdo. Ban c6 thé cung c8p cac

bdng chirng nhu video hay chup man hinh.

Hwdng dan tat tAn tat vé cach st dung Zoom Webinar

e Z00Mm -
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1.Bat dau mot cubc hop Zoom.

2.Nhéap vao More trong phan cong cu cudc hop.

576-279-937

3.Nh&p Meeting Settings. zoom

4.Dudi phan Security, ddy 1a nhirng tinh nang cé thé dudc béat:

o Lock Meeting: khéa cudc hop, ngan cho thanh vién mgi tham gia.

14
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o Waiting Room:
o M3& phong chd (Waiting Room) cho ngudi tham du chd hoac cho ngudi
dang tham gia vao phong chd.

o Cho phép ngugi tham du:

Share Screen: Chia sé man hinh cta ho

Chat: Cho phép ngugi dung trd chuyén riéng.

. Rename Themselves: Cho phép ngudi tham du thay ddi tén cla ho.

. Unmute Themselves: Cho phép ngudi dung bét ti€ng dé néi chuyén ma
khdng can quyén cta ngudi chu tri

Meeting Settings

Lock Meeting

Enable Waiting Room

Annotate

o Luuy:Tinh ndng dé bdo cdo ngudi dung c6 thé dugc tim thdy & phan thanh vién
tham gia trong cudc hop. Tinh nang nay cho phép ban bdo cdo ngudi dung cho
ddi Zoom’s Trust and Safety. Ban s& dudc chon ngudi dung nao dé bdo cdo va sé
c6 phan dé dién cac théng tin chi tiét nhu li do bdo cdo. Ban c6 thé cung c8p cac
bang chirng nhu video hay chup man hinh.

Tham khao 30+ tinh ndng vé Zoom Meeting

Web

1.Start a Zoommeeting

Z00Mm 15
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3.Day lanhirng chirc ndng cé thé dudc bat (Enable) trong bi€u tugng bdo mat:

o Lock Meeting: khda cudc hop, ngan cho thanh vién mgi tham gia.
- Enable Waiting Room: M& phong chdG (Waiting Room) cho ngu@i tham du

chd hoac cho ngudi dang tham gia vao phdong cha.
o Cho phép ngugi tham du:

= Share Screen: Chia sé man hinh cta ho

» Chat: Cho phép ngudi dung tro chuyén riéng.

=« Rename Themselves: Cho phép ngudi tham du thay ddi tén cua ho.

» Unmute Themselves: Cho phép ngudi dung béat ti€ng dé ndi chuyén.
Annotate on Shared Content: Cho phép ngudi dung vé/chu thich (annotate)

Ién man hinh dang chia sé. Ngudi chu tri cé thé bat (enable) hodc tat
(disable) cac chu thich nay khi ngudi chu tri dang chia sé man hinh.
-, Remove Participant: Cho phép x6a nguGi tham gia ra khoi cudc hop. Ngudi
dung khdng thé tham gia trir khi cho phép ngudi dung bi xéa dugc phép
tham gia lai (Allow removed participants to rejoin) dugc bat (enabled) trong
cai dat cu6c hop (Meeting settings).

Z00Mm :
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Tham khao céc loi ich ctia Zoom Webinar t6 chirc cac hdi thao

Vay d6 |a cac 9 tinh ndng bdo mat ctia Zoom méi nhat hién tai. Cach bado mat Zoom hiéu
qua nhét chinh 1a ban hay bat cAc tinh nang nay va st dung mét cach hop li. Chic cac
ban thanh céng.

Néu c6 cau héi gi hay vui Iong comment & dwdi dé dwoc hé tror nhanh nhéat. Néu cac ban
ang ho dirng quén chia sé dé cho moi nguwdi biét nhé!

ZO0Mm

Xem bédng gid chi tiét
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