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HO | Hanover, MD
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BUILT BY PRACTITIONERS
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Dragos has the largest team of ICS
security specialists in the industry
which allows us to make the best
technology.
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Including 9 of the 10 largest U.S. electric utilities
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AN INTRODUCTION
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AN INTRODUCTION

DRAGCS

Generation

5,000 plants

65% of monthly bill

Employs approx. 120,000
people nationwide

Transmission

160,000 miles

5% of average customer
monthly bill

Employs approx. 15,000
people nationwide

Distribution

Over 1,000,000 miles

30% of average customer
monthly bill

Employs approx. 400,000
people nationwide




THE CIP JOURNEY

HOW WE GOT HERE
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DRAGCS

CIP-002-5.1 BES Cyber System Categorization

CIP-003-8 Security Management Controls

CIP-004-6 Personnel & Training

CIP-005-6 Electronic Security Perimeter(s)

CIP-006-6 Physical Security of BES Cyber Systems

CIP-007-6 System Security Management

CIP-008-5 Incident Reporting & Response Planning

CIP-009-6 Recovery Plans for BES Cyber Systems

CIP-010-3 Configuration Change Management & Vulnerability
Assessments

CIP-011-2 Information Protection

CIP-012-1 Communications Between Control Centers

CIP-013-1 Supply Chain Risk Management

CIP-014-2 Physical Security




UTILITY PERSPECTIVES

CHALLENGES IN CIP
COMPLIANCE

S
)

- “Zero deficiency” requirements

- Regional differences in audits and
techniques

- Lack of clarity on “how to comply”
(double-edged sword)

- Evidence collection is burdensome

« Process, people, and technology
limits
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- “Compliance does not equal
security”
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REGULATORY PERSPECTIVES

CHALLENGES IN CIP
ENFORCEMENT

* “Is enough covered?”

- Lack of evidence could mean lack
of security

« Compliance needs to be “baked in”
to security

« Process, people, and technology
limitations

DRAGCS



VIOLATIONS ARE INCREASING

THE NUANCED TRUTH

Since CIPv5, there has been an

OBSERVATIONS FROM THE ypc]cickin possible violations across
try.

FRONT LINES INAUSr

The . Of these INDUSTRY IS IMPROVING
V|O|at|OnS were cu Itu ral Lessons learned are being applied,
C 0 . d r ) t
issues that resulted in URE industry exercises are mature

of

awareness, :
and for CIP MIXED CULTURAL IMPACTS
compliance.” With ~2000 utilities that must

comply, some “get it,” others do
not.
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LEVERAGING I1CS456 FOR NERC CIP ESSENTIALS

- Over 3 years and hundreds
of students

- Demonstrate foundational
knowledge with the GCIP
certification

* “Not just compliance” with
over 20 hands-on labs

* Links regulation with
technical capabilities

* Now OnDemand!

Log In Join Contact Us SANS Sites v Search Q

SMS Find Training Online Training In-Person Training Programs Resources Vendor About

Home > Courses > ICS456: Essentials for NERC Critical Infrastructure Protection

ICS456: Essentials for NERC tnPrson 5 days) (>5) Ontine =
Critical Infrastructure

The ICS456: Essentials for NERC Critical Infrastructure Protection course empowers
students with knowledge of the what and the how of the version 5/6/7 standards
P rotectio n The course addresses the role of the Federal Energy Regulatory Commission
(FERC), North American Electric Reliability Corporation (NERC), and Regional
Entities, provides multiple approaches for identifying and categorizing BES Cyber
GIAC Critical Infrastructure Protection (GCIP) Systems, and helps asset owners determine the requirements applicable to specific
implementations.

Course Authors:
Register Now Course Demo ]

¢ Tim Conway Ted Gutierrez ﬂ Stephen Sims
. Certified Instructor Fellow
»

What You Will Learn Syllabus Certification Laptop Requirements Author Statement
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LEVERAGING I1CS456 FOR NERC CIP ESSENTIALS

* Sneak peek at content and

some key “boots on the

9 + Cyber Security Incident:
g roun d ta. ke aways . — A malicious act or suspicious event that:
« Compromises, or was an attempt to compromise, the Electronic Security
° U SuU al Iy u p d ate d Wh en P(T,rlmeter or Physical Security Pfenmeter .
« Disrupts, or was an attempt to disrupt, the operation of a BES Cyber
standards are mandatory... System
» Reportable Cyber Security Incident:
¢ B u t W h en h as 2 O 2 O b een — A Cyber Security Incident that has compromised or disrupted one or more

“ b us | ness as usu al?n reliability tasks of a functional entity

- Let’s launch into some
class time!

ICS456 | Essentials for NERC Critical Infrastructure Protection 16
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« Cyber Security Incident:
— A malicious act or suspicious event that:
« Compromises, or was an attempt to compromise, the Electronic Security
Perimeter or Physical Security Perimeter
« Disrupts, or was an attempt to disrupt, the operation of a BES Cyber
System

« Reportable Cyber Security Incident:

— A Cyber Security Incident that has compromised or disrupted one or more
reliability tasks of a functional entity

ICS456 | Essentials for NERC Critical Infrastructure Protection 16




Soon to be History

Physical Security Perimeter

Compromise =/ “Electronic Security Perimeter AN

Disrupt

--------'

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 18




Change IsVery Near - Jan 1,202]

164 FERC 461,033 .
UNITED STATES OF AMERICA ¢ Rep ort—c ompromisec, or
FEDERAL ENERGY REGULATORY COMMISSION .
6 CER a6 attempt to compromise, the
[Docket No. RM18-2-000; Order No. 848] E SP Or as S()Ciated E ACM S
Cyber Security Incident Reporting Reliability Standards P R e quir e minimum r ep Oftin g
(Issued July 19, 2018) d . 1
AGENCY:: Federal Energy Regulatory Commission. etal

ACTION: Final rule. ¢ Reporting timeline
SUMMARY:: The Federal Energy Regulatory Commission (Commission) directs the [ ) Reporting tO DHS aS Well aS

North American Electric Reliability Corporation (NERC) to develop and submit E IS A C

modifications to the NERC Reliability Standards to augment the mandatory reporting of

[
Cyber Security Incidents, including incidents that might facilitate subsequent efforts to NERC tO develop SummaI )

harm the reliable operation of the bulk electric system (BES). rep Orts tO FERC

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 19




CIP-008 R4 - Notifications and Reporting for Cyber Security Incidents

» Notify E-ISAC and NCCIC of Reportable CSI and attempts
to compromise: °
— Initial notification and updates to include:

« Functional impact

 Attack vector used; and
 Level of instruction achieved or attempted

— Initial notification:
o within 1-hour of determination of Reportable CSI,

 end of next calendar day after attempt to compromise

— Update E-ISAC and NCCIC within 7-days of learning new
attribute information

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 20




National Cybersecurity and Communications Integration Center - NCCIC

The NCCIC has a history stemming from many

legacy organizations and is comprised of four
main branches today:

« NCCIC Operations & Integration (NO&I );

« United States Computer Emergency
Readiness Team (US-CERT);

 Industrial Control Systems Cyber Emergency
Response Team (ICS-CERT); and

« National Coordinating Center for
Communications (NCC).

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 21




Significant Effort to Provide Guidance

Cyber Security —
Incident Reporting and

Response Planning

Implementation Guidance for
CIP-008-6

Investigation, assessment, response, and
incident classification & determination

[ 1 normal
[ ] benign

CIP-008-6 — Cyber Security — Incident Reporting and Response Planning — Event Identification, Classification, and Reporting Tree

conaition nciden

t response pla

) activatea

(detection method)
| | cyber alert | | physical alarm | | human observation | | other

[ 1 malicious act

Cyber Security Incident criteria

(nature of detected condition)

[ ] suspicious event

| ] unsuccessful attempt

[ 1 successful attempt

| | compromise

[ | compromise | | disruption

(Cyber Asset, cyber system, and/or perimeter)

(Cyber Asset, cyber system, and/or perimeter)

[18CS [ ] Ese [ 1EACMS

(impact rating)

high high [ 1 high
| | medium

YELLOW

medium medium

BCS performing EAP
| 8CSperforming [ | monitoring and logging
one or more | ] access control
relability tasks | | Interactive Remote Access
_| ] alecting

| ] authentication

one or more
reliability tasks

end of next calendar day after Registered Entity's reportability

determination

YELLOW

[18CS [1EsP [ 1EACMS

(impact rating)

[ ] high [ ] high [ ] high

[ ] medium [ ] medium [ | medium

[ ] BCS performing [ ] EAP [ ] authentication
[ ] BCS performing || | monitoring and logging

| }access control

one or more
reliability tasks one or more
reliability tasks [ ] Imeractive Remote Access

| alertin

end of 7th calendar day from each date new information becomes
known; repeat each ime another attribute becomes known

Note: This is not a recurring 7 calendar day reporting cycle; the clock
restarts each time new information, if any, is known

| 1 hour after Registered Entity's reportability determination

[ ] end of 7th calendar day from each date new information becomes
known; repeat each time another attribute becomes known
Note: This is not a recurring 7 calendar day reporting cycle; the clock
restarts each time new information, if any, is known.

ICS456 | Essentials for NERC Ciritical Infrastructure Protection




CIP-008-6 Incident Reporting and Response Planning (2018-02 SDT)

« Implementation guidance has been submitted for ERO endorsement

« November 5t ERO decided not to endorse the CIP-008
implementation guidance which included specific guidance on how

to categorize assessments and reporting detail

The ERO Enterprise declined to endorse this proposed Implementation Guidance document
because there are several concerns within the document which resulted in the guide not receiving

an unanimous vote to endorse. To summarize the concerns, _
_; however, some statements are not appropriate for Implementation

Guidance. These statements may be viewed as an ERO Enterprise audit approach and / or
directing CMERP staff decision making. Inconclusion, the ERO Enterprise is not planning on
endorsing the guidance; however, we will be providing detailed feedback to the drafters

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 23







CIP-012 RI Securing Real-time Comms between Control Centers - eff. 7/1/2022

« Implement documented plan(s) to mitigate the risks of disclosure
and modification of Real-time Assessment and Real-time
monitoring data while in transit between Control Centers:

— Except under CIP Exceptional Circumstances...
— Identify security protection used to mitigate the risks*

— Identify applied security protection for transmitting Real-time Assessment
and Real-time monitoring data between Control Centers; and

— If owned or operated by different Responsible Entities, identification of
responsibilities

ICS456 | Essentials for NERC Ciritical Infrastructure Protection y13




Communicating between Control Centers

Entity B Generating Station Alpha
Unit 1 Control System

Entity A TOP Control Center Entity C RC Control Center

Communication
between Control
Centers

Remote HMI
for remote
start

Entity B Generating Station Beta THIS

NOT
THIS

Image from NERC Technical Rational and Justification
for CIP-012-1

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 26



Reference Model: Control Centers In Scope

RC Control BA Control TOP Control
Center Center Center

BA Control GOP Control GOP control e
TO field assets
Center Center room
' T
| |
ot i Dt et st e | |
| 1 |
GO field assets GO field assets GO field assets ——_ In-scope Control Center

communications

Out-of-scope Control Center
communications

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 27




Reference Model: Control Centers In Scope

RC Control BA Control TOP Control
Center Center Center

oW o
BA Control GOP Control GOP control e
TO field assets
Center Center room
' T
| |
ot i Dt et st e | |
| 1 |
GO field assets GO field assets GO field assets ——_ In-scope Control Center

communications

Out-of-scope Control Center
communications

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 28







CIP-013 RI Supply Chain Risk Management (SCRM) Plan(s) - eff 10/1/2020

« Develop documented supply chain cyber security risk management
plan(s): !

— Process used in planning for procurement of BES Cyber Systems (hardware and software)
to identify risk(s) to the BES including the transitioning from one vendor to another.

— Process used to procure BES Cyber Systems that address:

« Notification by the vendor to the RE of incidents that pose cyber security risks to the RE
« Coordination of responses with the vendor

« Notification by the vendor when remote or on-site access should no longer be granted to vendor
representatives

 Disclosure by vendors of known vulnerabilities

« Verification of software integrity and authenticity of all software and patches provided by the
vendor

« Coordination of controls for (i) vendor-initiated Interactive Remote Access, and (ii) system-to-
system remote access with a vendor(s).

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 30




CIP-013 Rl Documented Processes and Procurement Plan

R1.1 - Acknowledge there is a Concern in Procurement

« Identify and document cyber security risks related to:
« Installing vendor equipment and software
« Transitioning from one vendor to another

R1.2 - Future Procurement Contracts Need to Address

« Vendor notification of vendor incidents

 Coordination of response to vendor incidents

 Notification of remote or onsite access revocation

« Vendor Vulnerability disclosure

« Verification of software integrity and authenticity

« Coordination of controls for vendor IRA and system-to-system remote access

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 31




Help With RI.l = NIST Supply Chain Risk Management Guidance

« NIST Special Publication 800-161

« Risk Management approach examining;
— Supply Chain Threats;
— Supply Chain Vulnerabilities;
— The likelihood of a threat exploiting a vulnerability;
— And the impact of that event

« Focus on Federal Agency Information and Communications
Technology (ICT) Supply Chain Risk Management

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 32




NIST SP 800-161 ICT Supply Chain Risk Model

ICT Supply Chain Risk

External: e.g., weaknesses to the supply chain,
weaknesses within entities in the supply chain,
dependencies (power, telecom, etc.)

Adversarial: e.g., insertion of counterfeits, tampering,
theft, and insertion of malicious software.

Non-adversarial: e.g., natural disaster, poor quality Internal: e.g., information systems and components,
products/services and poor practices (engineering, organizational policy/processes (governance,
manufacturing, acquisition, management, etc.). procedures, etc.)

v
pility of a threat exploiting a vulnerability(s)

Adversarial: capability and intent Non-adversarial: occurrence based on statistics/history

R —
Impact - degree of harm

From: data loss, modification or exfiltration

To: mission/business W : e
function From: unanticipated failures or loss of system availability

From: reduced availability of components

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 33




Help With RI1.2 - EEl Model Procurement Contract Language

Edison Electric
INSTITUTE

Model Procurement Contract
Language Addressing
Cybersecurity Supply Chain Risk

Version 1.0

Requirement R1.2.2

Coordination of responses to vendor-identified incidents related to the products or services
provided to the Responsible Entity that pose cyber security risk to the Responsible Entity.

EEI Model Procurement Contract Language

Development and Implementation of a Response Plan: Contractor shall develop and
implement policies and procedures to address Security Incidents (“Response Plan™) by
mitigating the harmful effects of Security Incidents and addressing and remedying the
occurrence to prevent the recurrence of Security Incidents in the future.® Contractor shall
provide Company access to inspect its Response Plan. The development and implementation
of the Response Plan shall follow best practices that at a minimum are consistent with the
contingency planning requirements of NIST Special Publication 800-61 Rev. 26, NIST
Special Publication 800-53 Rev. 4, CP-1 through CP-137 and the incident response
requirements of NIST Special Publication 800-53 Rev. 4, IR-1 through IR-10 as those
standards may be amended.®

Immediately upon learning of a Security Incident related to the products and services
provided to Company, Contractor shall implement its Response Plan and, within 24 hours of
implementing its Response Plan, shall notify Company of that implementation by contacting
[insert contact name].

ICS456 | Essentials for NERC Ciritical Infrastructure Protection




CIP-013 R2 and R3 Implement and Review

« R2 - Implement supply chain cyber security risk management

plan(s) !
__Does not require renegotiation of existing contracts nor does the requirement
apply to the Terms and Conditions of contracting language

__Demonstrate “implementation” with vendor correspondence documents, policy
documents, or working documents that reflect the use of the SCRM plan
developed for R1

« R3 - CIP Senior Manager or delegate plan review and approval
every 15 calendar months
— Approved plan(s)
— Evidence of review of the plan(s)

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 35







SUPPLY CHAIN EXECUTIVE ORDER

RECENT ACTIVITIES

Require(d?) wide-reaching
discussions with utilities

RESPONDING TO THE WHITE

Some lightening rod topics in DOE’s

HOUSE ACROSS DOE & FERC Request for Information

Follow-up order from FERC issued

It’s been a busy year of activity for grid FERC RATE INCENTIVES
security- without exaggeration, there has _ " Ffai
been more focus from lawmakers in 2020 lggnnksﬁcfgigt'ité%r;a\lvirfhglsjleaétlfrri}/ya ar
than there has been in almost a decade. professionals

ROE devices for security investments

Here’s what utilities need to know:

NERC CIP IMPROVEMENT

FERC is seeking input on ways to
improve NERC CIP, with an increased
focused on Low Impact facilities

Leverages NIST CSF

DRAGC



THE JOYS OF REGULATORY COMMENT PERIODS

Via Electronic Filing

Deputy Assistant Secretary Charles Kosak

Office of Electricity, Transmission Permitting and Technical Assistance Division
Department of Energy

1000 Independence Avenue SW

Washington, DC 20585

Dear Mr. Kosak,

Pursuant to the issuance of Executive Order 13920 (85 FR 26595) and the US Department of Energy's request
for information (85 FR 41023), please find the selected responses and recommendations of Messrs. Jason
Christopher, Tim Conway, and Patrick Miller.

The respondents have individually worked within the electric sector over the past two decades and collectively
bring a variety of different perspectives in roles held at: large vertically integrated utilities in an asset owner-
operator role, within government roles at the Federal Energy Regulatory Commission (“FERC™ or “the
‘Commission™), within the Department of Energy (“DOE" or “the Department™), as DOE contractors within the
national labs, consultants to power utilitics, consultants to control system vendors, and as North American
Electric Reliability Corporation (“NERC™) regional auditors. The respondents appreciate the open and
munmorlbeWralnfmmm('m')medbybor:mdbelmlhuu-nmmu
opportunity to provide feedback from the various perspectives held by the

carcers. The respondents have identificd gencral themes in their response, Ilchdlulheneedfw:

o lmdlmmﬁolwm‘l Mnmnpdmndukﬂwmun‘m
supply chain;

mlmlcsmooolmry.ndmrmm ‘l'hempmdundlmmx]y
agree that cach of these items identified in the RFI questions are relevant items for entitics to focus on
and address in their security programs; however, the questions referenced within these items appear to
have the potential to expand the scope of the Executive Order. Some of the questions reference
concepts not introduced in the Executive Order.

© Building any additional supply chain capabilitics needs to align with current BPS regulations,
mdmy:NmMwafymewwnhlmmmub

these Changes or ifications to current in effect, or going
into effect, could add delays to the implementation of the new supply chain regulations, including any
continuous improvement efforts,

° itional context, FAQ ion, or reference guides to establish intent of questions in relation
to the Executive Order scope. There is risk of entity reluctance to respond due to the various
interpretations available for cach of the questions, which will result in difficulty for DOE to draw
appropriate conclusions based on responses received.

Thank you for your consideration in this matter,

Sincerely,
Jason D. Christopher Tim Conway Patrick Miller

DRAGCS

August 24,2020
Via Electronic Filing

Ms. Kimberly D. Bose

Federal Energy Regulatory Commission
888 First Strect NE
Washington, DC 20426

Dear Ms. Bose,

Pursuant to the Notice of Inquiry on Potential to the Critical Infr:
Reliability Standards (Docket No. RM20-12-000), please find the selected responses and recommendations of
Messrs. Jason Christopher and Tim Conway.

The respondents have individually worked within the electric sector over the past two decades and collectively
bring a varicty of different perspectives in roles held at: large vertically integrated utilities in an asset owner-
operator role, within government roles at the Federal Energy Regulatory Commission (“FERC™ or “the
‘Commission™), within the Department of Energy ("DOE” or “the Department”), as DOE contractors within the
national labs, consultants to power utilities, and as consultants to control system vendors. The respondents
appreciate the open and transparent nature of the Notice of Inquiry (“the Notice™) issued by the Commission
and belicve this is an important opportunity to provide foedback from the various perspectives held by the
their careers. The have identified general themes in their response:
©  On Enhancing the CIP Reliability Standards: Based on the questions in the Commission’s Notice,
the respondents note that the particular controls under examination already exist in the CIP Reliability
Standards, including the policies for Low Impact BES Cyber Systems. While evaluating discussions
about information availability, as an example, the entirety of Reliability Standards should be
considered, such as those dedicated for Real-time Assessments and operations.
©  Regarding coordinated cvber attacks: There are many existing requirements which can help utilities
manage new threats. The respondents note that several industry efforts are not mandatory under the
CIP Reliability Standards, but could be covered under an existing CIP program. Where possible, the
Commission could provide industry-based guidance or other voluntary measures to encourage
adoption, such as those highlighted in the recent Notice of Cybersecurity Incentives White Paper.
The attached responses also provide additional context and comparison of the proposed incentives, including a
mnnceddmofmeClPhlwlwwMMlemmdwﬁT&W
("NIST") C; F As Commission staff knows, these two different collections of controls
and requirements were created to serve different purposes and, as such, their uses will be varied across the
clectric sector.

Thank you for your consideration in this matter,

Sincerely,

g/

Jason D. Christopher

August 24, 2020

Via Electronic Filing

Ms. Kimberly D. Bose

Federal Energy Regulatory Commission
888 First Street NE

Washington, DC 20426

Dear Ms. Bose,

Pursuant to the public release of the Cybersecurity Incentives Policy White Paper (Docket No. AD20-19-000),
please find the selected responses and recommendations of Messrs, Jason Christopher, Tim Conway, and
Patrick Miller.
The respondents have individually worked within the electric sector over the past two decades and collectively
bring a varicty of different perspectives in roles held at: large vertically integrated utilities in an asset owner-
operator role, within government roles at the Federal Energy Regulatory Commission (“FERC™ or “the
‘Commission™), within the Department of Energy (“DOE™ or “the Department™), as DOE contractors within the
national labs, consultants to power utilitics, consultants to control system vendors, and as North American
Electric Reliability Corporation (“NERC™) Critical Infrastructure Protection (“CIP") regional auditors. The
the open and nature of the Notice of White Paper (“the Notice™) issued by
the Commission and belicve this is an important opportunity to provide feedback from the various perspectives
held by the respondents throughout their carcers. The respondents have identified general themes in their
response, including the need for:

nmmsmnyﬁndadvungcsmnhnsumdmdustﬁdndmlwnmdfotNERCCl?cmplm

Depending on the there may be fective and scalable options for

coverage to currently out-of-scope asscts and facilitics, However, non-CIP data and asscts may now

bemnewed-nfeden.lMuAu&dmzlSMua-Maungmdmmhw
audits and any additi i \vlthtbem ives outlined in the Notice. The
incentive proposed can i in the resilience of
lhcclecmmor.l»ww«dunmuvushmﬂdmm“yml‘lmlhucopeohmng\huy

audit approach. A “Zero Deficiency” incentive plan that also expands the scope of regulatory audits

will not be successful.

m:wuuhlonmmthmMmmmwmlwmwnl
expenditures to provide benefits for traditional cybersecurity ptopcu. including workforce
development and training. This should also include mp! to the

workforce, such as sector-specific security certifications. The ability to treat traditional labor or
expense dollars as capital expenditures recoverable under this incentive plan could be a significant
capability for entities. The ability to leverage incentive plmelcmenu lo p\nue cybenemly tasks

-locubdwnhmfouudonmﬁmvﬂlory. changes
wi pr ity controls, and developn ities would help
the indumy.

ann;cybene:umy wl“cﬁumuldﬂﬂmmmmmﬁm |n¢nvy
and not limited to just the electric sector. Cy i arca
wmmdwmkfmdenlowwu—«d’nwlhlbmmwnqwmfwm. While the
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The Virtualization Effort You May be Remembering......

NERC O Started almost five years ago

NORTH AMERICAN ELECTRIC

RECNB 1Y Cone R ATION  Unofficial comment request Nov 2017

Unofficial Comment Form QA Definitions
Project 2016-02 Modifications to CIP Standards
Concepts for Virtualization and Definitions | CYber Asset

Do not use this form for submitting comments. Standards Balloting and Commenting System(SBS) to D Centralized M an agement Systems (CM S)

submit comments on Project 2016-02 Modifications to CIP Standards Virtualization in the CIP

Environment. The electronic form must be submitted by 8 p.m. Eastern, Thursday, November 2, 2017. D Electronic Security Zone (ESZ)

Additional information is available on the project page. If you have questions, contact Katherine Street .

(404) 446-9702 or Mat Bunch (404) 446-9785. D MOdlfy EACMS

Background Information  Electronic Access Control System (EACS)

The Standard Drafting Team (SDT) for Project 2016-02 Modifications to CIP Standards continues to work .
to address transferred issues from the Version 5 Transition Advisory Group (V5 TAG). The V5 TAG 1 G ( G)

consisted of six volunteer Responsible Entities who worked with NERC and the Regional Entities to D E eCtronlc Access ateway EA

implement the CIP Version 5 standards in an accelerated time frame. During the implementation study, . .

study participants focused on the technical solutions and processes needed to meet the standards. As a D MOdlfy BES CYb er SyStem Informatlon
result of this effort, issues were identified with the definition of Cyber Asset as well as the use of
virtualization. These issues were documented in CIP V5 Issues for Standard Drafting Team Consideration. (B ES CSI)

The SDT has conducted outreach to industry on the concepts of virtualization through webinars that are . .
published on the Project 2016-02 Modifications to CIP Standards related files page. To address the topics D Standards requlrement Changes ln CIP_ O 04,

of the Cyber Asset definition and virtualization, the SDT has developed concepts for which we are seeking

informal comment to gather further input from stakeholders. In reviewing these concepts and risks, it CIP— O 05 ) CIP— O O 6 ) CI P - O O 7, CIP— O O 9 ) CI P—

became clear that other areas may need to be adjusted to provide a clearer categorization of assets and

applicable requirements to address the risk of virtualization. O 1 O and CI P_ O 1 1
b

ICS456 | Essentials for NERC Ciritical Infrastructure Protection




Virtualization Activity in Sept 2019 CIP-005-7 — Standard & Definition Draft

BES Cyber Asset, Transient Cyber Asset, Physical Access
Control Systems, Protected Cyber Asset, Intermediate
Systems, External Routable Connectivity, Interactive Remote
Access, Physical Security Perimeter, Removable Media

Shared Cyber Infrastructure, Virtual Cyber Asset, Physical
Access Monitoring Systems, Electronic Access Control System,
Electronic Access Monitoring Systems, Electronic Security

Zone,

Retlred Electronic Access Point, Electronic Access Control or
Monitoring Systems,

ICS456 | Essentials for NERC Ciritical Infrastructure Protection 41



Consideration of Comments, Actions, and Ongoing Activities

Virtualization and
Future Technologies RETC

Project 2016-02 Standards Drafting Team: NORTHAMERICAN ELECTRIC

The Case for Change
CIP Virtualization

April 2019
Project 2016-02 — CIP Modifications

Varch, 2020 Virtualization and
g Future Technologies

Project 2016-02 Standards Drafting Team:
What's in it for me?

April 2020

RELIABILITY | RESILIENCE | SECURITY

ICS456 | Essentials for NERC Ciritical Infrastructure Protection
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