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What You’ll Learn
• Who is Dragos?

• Case Study: PlantCo

• How to Get Started
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DEPLOYMENT STRATEGY
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API Integrations
Extend visibility and/or enrich data 
collected

Logs and/or PCAPs
Utilize existing infrastructure; 
systems, devices, and tools.

Traffic Collection
Dragos Sensors are primarily 
deployed via network Span or Tap. 
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WHAT WE HEAR:
o I  need to  know what ’s  on  my  ne twork?
o Do I  have misconf igura t ions  and secur i t y  gaps?
o Are there  rogue dev ices?
o When d id  changes  take  p lace?
o What  i s  happen ing  ins ide  the  cont ro l  p ro toco ls?

COMMON CHALLENGES
ASSET VISIBILITY

HOW THE DRAGOS PLATFORM HELPS:
o Network  v is ib i l i t y  and asse t  iden t i f i ca t ion
o Deep packet  inspec t ion  cover ing  a  var ie t y  o f  

p ro toco ls  and vendors  (e .g . ,  E therne t IP /CIP,  
DNP3,  OPC,  ModbusTCP,  BACNet ,  Honeywel l ,  
Yokogawa,  Rockwe l l ,  GE,  SEL,  e tc . )

o Timel ine  ana lys is

ASSET VISIBILITY
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WHAT WE HEAR:
o Am I  under  a t tack?
o How do I  f ocus  on  the  r igh t  th ings  and no t  no ise?
o What  i s  the  con tex t  o f  th is  event?  (Why  do  I  

care?)
o What  do  I  do  about  i t ?

HOW THE DRAGOS PLATFORM HELPS:
o Threat  ana ly t i cs  mapped to  MITRE ICS 

ATT&CK
o Pre-conf igured  searches  (da ta  quer ies )
o Exper t  gu ided P laybooks

COMMON CHALLENGES
THREAT DETECTION

THREAT DETECTION
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T h e  P l a n t C o S t o r y :
XENOTIME ICS CYBER ATTACK



PlantCo Refinery

60,000 BPD Operating Capacity
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Complex Processing (DCU, FCCU, HCU)

Sweet & Sour Crude Capable

Produces finished fuel products



PlantCo Refinery
DISTILLATION PROCESS CONTROL

10.10.20.*
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ATTACK SCENARIO
PlantCo Refinery
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TRISIS
SCENARIO
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NEIGHBORHOOD WATCH
OUR TEAM IS YOUR TEAM

Reg ul ar  Asset  Report i ng

Rece i ve  cu ra ted  repor t s  o f  wha t  
ex i s t s  i n  your  env i r onment  so  you  
can  unders tand  a t  a  g l ance

Proact ive  Threat  Hunting

Cont i nuous  th rea t  hun t i ng  based  on  
D ragos  th rea t  i n te l l i gence  and  
D ragos  adversa ry  hun t i ng  exper t i se

Cri t i cal  Inci dent  Support

Rap id  suppor t  f o r  severe  th rea ts  
w i th  i n -dep th  con tex t  and  bes t -
p rac t i ce  de fens i ve  r ecommenda t i ons  

+
E X P E R T  I C S  S E C U R I T Y  A N A L Y S T S

Industrial Hunters
V I S I B I L I T Y  +  D E T E C T I O N  +  R E S P O N S E

Platform
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NEIGHBORHOOD WATCH
DRAGOS’S TEAM IS YOUR TEAM

D E T E C T I O N  O F  S S H  R E V E R S E  
T U N N E L I N G  1 |
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L0/1
PROCESS CONTROL
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NEIGHBORHOOD WATCH
RFI – PlantCo Refinery – 20200920 SSH Reverse Tunneling 
detected
To: PlantCo Refinery

During the course of triaging the Severity 3 Detection: SSH Reverse Tunneling in
the PlantCo Refinery instance of the Dragos Platform the Neighborhood Watch
team developed some questions around the legitimacy of this network traffic and
suggested next steps.
Attached is the RFI that was developed around this detection.
Please respond back to this RFI at your earliest convenience so we can move
forward with triaging this detection.

Thank  you ,
Dragos  Ne ighborhood  Watch
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NEIGHBORHOOD WATCH
DRAGOS’S TEAM IS YOUR TEAM
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L0/1
PROCESS CONTROL

LOGIC
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NEIGHBORHOOD WATCH
Immediate Action Required – Potentially Malicious Behavior
To: PlantCo Refinery

Following the earlier RFI regarding a Severity 4 Detection: “SSH Reverse
Tunneling”, the Neighborhood Watch team was alerted on a Severity 4 Detection:
“UDP Broadcast Packet over Port 52 on 09/22/21 @ 07:02 UTC.
The Neighborhood Watch team recommends immediate action based on the
observed behavior. The team has forwarded all related information to our
Incident Response team in preparation and will wait for the decision to escalate
further.

Thank  you ,
Dragos  Ne ighborhood  Watch

C ON TR OL D E V IC E  
ID E N T IF IC A T ION  
DETECTED

2 |
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screenshots
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screenshots
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screenshots
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screenshots
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screenshots



DRAGOS 
KNOWLEDGE PACKS

Keeping you one step 
ahead of adversaries

Monthly updates of industrial 
adversarial information and device 
data, plus the latest expert 
prescriptive guidance to investigate 
and respond to threats

C U S T O M E R S

ICS/OT PROTOCOL
DISSECTORS

INDICATORS OF
COMPROMISE

THREAT
ANALYTICS

INVESTIGATION
PLAYBOOKS

D R A G O S  P L A T F O R M

SIGNATURE & DEVICE
CHARACTERIZATIONS



Getting Started

- Where do I start?

- What is my timeline?

23



Where Do I Start?
- Understand your business

- Start with a vision
• Mission Statement

• Follow through with the strategy

Strategy Roadmap follows Vision

24



25



Thank you!
More amazing content and 

resources: 
https://www.dragos.com/resources/

sam@dragos.com

linkedin.com/in/svanryder
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