EMERGE SECURITY PORTFOLIO - LEVEL 1

‘m erge | solutions that work

Network security is a system. It's not a firewall, it's not intrusion detection, it's not virtual
private networking, and it is not authentication, authorization, and accounting (AAA).

Although these products and technologies play an important role, network security is

more comprehensive. A network security system is a collection of network-connected
devices, technologies, and best practices that work in complementary ways to provide
security to information assets.

WRITTEN SECURITY POLICY FOR THE ORGANIZATION

Outlining organizational requirements
Security accountability

Network service policies

System policies

Physical security

Incident handling and response
Acceptable use policy

End user training plan

Periodic review / update

Password Policy

ANTIVIRUS / ANTIMALWARE / EMAIL FILTERING

e Advanced threat protection for PCand MAC
e Always-on security
® Protection that stops ransomware
® Secure browsing with real-time anti-phishing
o Blocks fake sites that trick you into entering personal
information
e Firewall and network connection monitor

e Lightning-fast scans without interruption
o Fast scans with no interruptions, so you and your
device won't be slowed down
e Identity theft protection
o Protects your user-names, account numbers, and
other personal information
e Webcam Protection
o Detects and blocks webcam spying threats
e Mail filtering with antivirus
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FIREWALL

Multilayer traffic inspection

Granular control of security information flow
Threat assessment

DNS repudiation

Policy enforcement

Network traffic inspection

DNS FILTERING

Protect users anywhere from emerging threats
Protect against malware

Protect against phishing attacks

Detect already infected devices

Prevent data exfiltration

DARK WEB MONITORING

Additional layer of security to ensure your
organizations risks are mitigated from outside threats
and malicious intent

Protection of your organizations IP and networks
from breach and theft as a result of credential
exposure

MULTI-FACTOR AUTHENTICATION - OFFICE
SUITE OF PRODUCTS

Enhanced Security Configurations within Microsoft
Office 365 Business Standard Licensing




