WHITEPAPER

TACKLING THE
EXPONENTIAL
GROWTH OF THE
ATTACK SURFACE
WHY YOU NEED TO KNOW WHAT YOU HAVE, WHERE IT IS, AND WHAT IT’S DOING

www.cybersprint.com // info@cybersprint.com // +31  70  22  12  892

WHITEPAPER

TABLE OF CONTENTS
03 EXECUTIVE SUMMARY
05 WHAT IS YOUR ATTACK SURFACE
AND WHY DOES IT MATTER?
05 UNDERSTANDING THE ATTACK SURFACE
AS A SECURITY RISK
09 WHAT DOES EFFECTIVE ATTACK SURFACE
MONITORING AND MANAGEMENT LOOK LIKE?
13 WHAT DOES ALL THIS MEAN FOR YOUR
INDUSTRY?
14 CONCLUSION
15 CYBERSPRINT – HELPING YOU TAKE CONTROL OF
YOUR ATTACK SURFACE
19 LINKS

Tacklin g the E x pone nt i a l G row t h of t h e At ta c k S ur fa ce - V i n c e nt T h i e l e

2

WHITEPAPER

EXECUTIVE SUMMARY
Your organisation’s attack surface is the sum of
the exposed and internet-facing assets, and the
associated risks a hacker can exploit to carry out
a cyber-attack. Your attack surface
is growing and changing at an ever-increasing
speed.
Three main developments make it more challenging to monitor and manage the risks within:
1

2

3

Technological developments
Rapid digitalisation results in more of your
infrastructure, services, and processes being
hosted in the cloud and via third parties,
or by decentralised departments within
the business – a process boosted by the
effects of the covid pandemic. Truly knowing
where all of your assets are and determining
ownership has become almost impossible.
Regulatory developments
Governmental bodies and market authorities
mandate organisations to be in control
of their assets, no matter where they are
hosted. This represents a fundamental shift
in regulation away from simply looking at
cybersecurity, to instead focusing on the
broader topic of operational resilience and
mandatory reporting.

Attack Surface Management as a cybersecurity
solution
From a strategic point of view, effectively
monitoring your attack surface helps you
understand how well you have your security in
order. Additionally, it will show you how you are
performing on a tactical level, and how you can
improve both on a security and operational level.
It will also give you the means to act quickly
in the event of a security event (such as the
discovery of a zero-day vulnerability) or if a data
breach occurs, as you know exactly where your
assets and vulnerabilities are.
AI and algorithmic-based discovery is the only
way to uncover the bulk of your attack surface.
Automated discovery, assessment, and categorisation allows you to map, monitor, and mitigate
the risks in your attack surface – even those
present in your supply chain.
This outside-in perspective of Attack Surface
Management is key to seeing the blind spots that
are visible to threat actors. It will fundamentally
move the advantage away from your adversaries
and opportunistic hackers, and back to your own
teams.

Threat developments
Threat actors develop new methods to
attack your organisation, helped by the
increasing number of potential paths into
your systems. Most automated attacks
succeed via parts of the attack surface
organisations didn’t know they had.

Find out for yourself how Cybersprint can help
put you back in control of your attack surface
and start to protect your whole business.

REQUEST A DEMO NOW!
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For most CISOs, the core things that keep them awake at
night don’t differ that much: cryptoware and data
leakage. Ransomware attacks are the most predominant
and crippling attacks out there currently, and data
leakage – both internally and externally – can carry huge
fines, especially under GDPR.
However, there is an additional layer of concern for in
this battle, and that is managing and understanding the
scale of the attack surface they have to protect, and
then balancing these risks against the wide range of
other risks they face, including misuse and fraud. More
industries are taking responsibility for their customers’
mistakes, and at the same time regulations mandate
pristine cyber-hygiene and proof of being in control.
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WHAT IS YOUR ATTACK SURFACE
AND WHY DOES IT MATTER?
Your attack surface is the sum of the exposed and
internet-facing assets, and the associated risks a threat
actor can exploit to carry out a cyber-attack.
A decade ago, keeping the attack surface as small as
possible (attack surface reduction) was a basic security
measure. Today, it is simply not possible to use attack
surface reduction as a security measure. As businesses
have embarked on aggressive digital transformation
programmes and cloud migrations, their online
presence has exponentially exploded. Thus, so has
their attack surface.
This whitepaper will look at the challenges and best
practice of implementing a robust risk-averse strategy
to manage and control your attack surface.

UNDERSTANDING THE ATTACK SURFACE
AS A SECURITY RISK

$1T

or 1% of GDP
Cost of Cybercrime to
the world in 2020

The Covid pandemic has had a dramatic effect on
the business world. A rapid and enforced shift to remote
and online working has seen businesses undergo years’
worth of digital transformation in a matter of months.
This shift to the cloud has also seen a massive increase
in cybercrime, with hackers taking advantage of the
opportunities that have resulted from the confusion of
having to move IT infrastructures so quickly.
Some of the stats make scary reading. In May last year,
Forbes reported that in the first three weeks of March
2020 alone, there was a 667% increase in phishing
attacks from February 20201. Email phishing is generally
accepted as the number one route by which attackers
get into organisations’ networks. On top of this,
according to McAfee, cybercrime cost the world over
$1 trillion in 2020, that’s a 50% increase on 2018 and
represents around 1% of Global GDP 2
From both a health and cybersecurity perspective, the
world became a much less safe place in 2020. So, never
has it been more important for organisations to know
where their weak points are and how to protect them
against would-be attackers.
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Complexity in the Attack Surface
Even before the pandemic, many organisations had
large and sprawling attack surfaces – which they were
(and still are) trying to manage from one central
location. But with multiple in-house companies, a wide
range of management parties, diversity of ownership,
and IT assets split across multiple locations there is
often confusion around who is responsible for what. If
you have a global presence, this becomes even harder
as you have the additional strain of trying to get
influence in different departments all over the globe.
Compliance also plays a huge part in this. While most
industries are highly regulated, that regulation can vary
widely across different regions and increasingly regulations around cybersecurity are getting tighter (the
Bank of England’s and European Central Bank’s cyber
resilience programmes are prime examples of this).
So, understanding your attack surface and the risks it
poses to your organisation is critical if you are to steer
your organisation from both a security and compliance
perspective.

A Constantly Evolving Threat
If that wasn’t hard enough, the attack surface in today’s
organisations is not static. It is evolving constantly.
From the point of view of digital footprint, we believe
that the attack surface has grown by around 1000% in
the past 10 years. In the early 2000s an organisation’s
attack surface probably included just their website and
their mail server, as these were the only things that
were exposed to the internet.
Today, the explosion of connected technologies means
there are a host of new threat points within organisations: from third-party SaaS and IaaS providers, to
VPNs for staff working from home, and from marketing
partners who run campaigns and build infrastructures
for you, to the challenges of BYOD and shadow IT. On
top of this, the agile development world of DevOps
is an additional challenge with apps being central to
most business models. The use of bi-weekly sprints and
continuous deployments means infrastructures are in
an almost constant state of change. Every one of these
things increases your attack surface.
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Furtermore, the attack surface is also growing from
a threat perspective. Attackers are getting more and
more sophisticated and different areas of exploitation
are appearing all the time. While there are a range of
defensive and offensive techniques available to help
keep these increasingly sophisticated attacks out, such
as developing complex and expensive cyber threat
intelligence teams to track the activities of known
threat actors, not all organisations have the skills,
capabilities, and resources to develop such services.
And even with these skilled teams in place, something
as simple as a web server with an unpatched and
exploitable vulnerability can still go unnoticed.
With your attack surface moving and changing all the
time, being in control of this on a day-to-day basis, and
understanding the risks posed to your organisation is
crucial. Yet, having the comprehensive overview that
allows you to be in control and to protect against threat
actors has seemingly never been more difficult to
achieve.
Even with advanced security policies, asset inventories,
security monitoring, and detection capabilities, there
are new threat areas coming up all the time that provide
huge challenges for CISOs and security teams. It is
simply too extensive to document every change in this
paper, but we have listed three of the biggest examples
that everyone should recognise within their business.

1

Cloud Usage
Cloud usage is a big opportunity as well as a
challenge – 5-10 years ago, especially within
Europe, moving to the cloud would have been
unthinkable. Today, everything is going to the
cloud (even if it’s in a hybrid environment), and
that’s not only supporting services such as Human
Resources and communication, operational
systems are also shifting to AWS and Azure.

83%

Of Enterprise
Workloads Will Be in
The Cloud By 20203

Bringing things to the cloud can help your security
posture as you can outsource security management of your own in-house systems, but it also
makes it more complex to have a broad overview
of your IT landscape. If you have everything
in-house, for example, it’s easier to know exactly
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where your data is being processed. In the cloud,
that could be taking place anywhere.
Then there’s issues with cloud storage – a series
of data leaks in 20204 once again implicated
poorly secured Amazon S3 buckets, which are
supposed to be private by default. Even though
such a data leak is out of your direct control, your
organisation can still be held accountable,
resulting in financial or reputational damage.

2

External Risk
With the increasing shift to online and SaaS
services, external dependencies are growing
rapidly. These dependencies can be in the
hundreds for an average-sized enterprise, to well
into the thousands for large internationals; from
certificate providers to SaaS providers, from
DDoS protection to CloudFlare, from Microsoft to
Google, the list of connected third parties seems
endless.
And that’s without taking into account the total
supply chain. Your third parties are dependent on
others as well that you don’t even know about.
As a result, supply chain attacks, where attackers
use your suppliers (or your suppliers’ suppliers) to
get at your business, are becoming a greater
concern.

“ ONLINE DEPENDENCIES CAN BE IN THE
HUNDREDS FOR AN AVERAGE-SIZED ENTERPRISE
– AND WELL INTO THE THOUSANDS FOR
LAREGE INTERNATIONAL ORGANISATIONS. ”

Even government institutions are vulnerable as
was seen with the recent SolarWinds supply chain
attacks. Attacks via external connected parties
now pose a significant risk. And regulations are
increasingly mandating organisations to actively
monitor their supplier network.
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3

Concern Over DevOps
The rise of and reliance on apps within the sector means
the DevOps environment is an increasing source of
threats. Bringing in or working alongside teams of
developers who are used to working with open source
tools and code repositories through platforms such as
GitHub, GitLab, or Azure DevOps provides an area of
potential vulnerability. This isn’t necessarily through
malicious activity. Mistakes can easily happen in these
environments – code can get transferred to the wrong
place as part of a configuration file that pushes in the
wrong direction, or data sets can inadvertently be
exposed to the public.
As a part of this investigation, we researched Swagger
APIs (the most commonly used platform) throughout 28
EU countries5. Out of the 13,041 discovered APIs, over
half of them showed (critical) risks such as hardcoded
keys, broken authentication, or a complete lack of
security measures.
The above gives an insight into why your attack surface
presents such a huge potential risk to your organisation.
Effectively managing the attack surface means monitoring it in as close to real time as you can so you have a
constant view of how an adversary sees your business.
That allows you to monitor risk, confirm changes have
been made, and improve security policy governance.

WHAT DOES EFFECTIVE ATTACK SURFACE MONITORING
AND MANAGEMENT LOOK LIKE?
From a strategic point of view, effectively monitoring
your attack surface helps you understand how well you
have your security in order. From how well your different
departments, business units, and business lines are
performing against your security KPIs, to where you
need to invest more attention or resources.
Additionally, it will show you how you are performing on
a tactical level, and how you can improve both on a
security and operational level. It will also give you the
means to act quickly in the event of a security event
(such as the discovery of a zero-day vulnerability) or if a
data breach occurs, as you know exactly where your
assets and vulnerabilities are.
In this next section, we’ll look at how you can get to
that point.
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Don’t Limit Your Scope
The first point to make when it comes to trying to
manage anything to do with risk, is that organisations
tend to work within a predefined scope or structure –
whether that’s within a defined IT infrastructure or a set
of IP addresses that the organisation uses and wants
to protect. You shouldn’t be drawn down this route. An
attacker will not care about your scope. Whether you
have a vulnerability in-house, in an external supplier, or
in a cloud environment; an attacker will find it and try to
misuse it. You cannot impose “human” limits on the view
of your attack surface and where your potential risks are.
Instead, having an automated solution determine the
scope for you will eliminate blind spots.

YOU CANNOT IMPOSE “HUMAN” LIMITS ON
THE VIEW OF YOUR ATTACK SURFACE AND
WHERE YOUR POTENTIAL RISKS ARE.
AN ATTACKER WILL NOT CARE ABOUT
YOUR SCOPE.

Compliance is catching up with this view now, too.
Gone are the days of compliance being focused solely
on internal networks. What we see is regulators pushing
organisations to monitor everything, especially in the
financial sector, including dependencies outside their
core network. New regulations from the Bank of
England and ongoing regulations from the European
Commission, like the Digital Operational Resilience of
the financial sector (DORA), and the mandatory supply
chain guidelines by the EBA6, extend the focus of risk
management to cover all external assets of all parties
the organisation has relationships with (such as fourth
and fifth parties, or parties that you even don’t know
you have a relationship with), as well as any services
and infrastructure that can impact on the organisation’s
day-to-day resilience.
This represents a fundamental shift in regulation away
from simply looking at cybersecurity, to instead
focusing on the broader topic of operational resilience
and mandatory reporting. And as with most regulations
in the past, these start in the financial sector, and
spread to other markets and business over the next
couple of years. It won't be long until all markets will
face more regulations.
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Total Visibility Eliminates Blind Spots
Having a complete overview of your whole attack
surface is essential. This is the only way you can answer
important high-level questions such as:
/

Where do I have my assets?

/

Where are my vulnerabilities?

/

Is my basic cyber-hygiene in order?

/

Where do I need to fix things?

/

Where do I have issues outside of my core network?

/

Which provider, business line, business unit, shared
IT assets, cloud provider etc do I have a potential
problem with?

From a strategic level this overview should provide you
with the basic benchmarks from which to assess your
key areas of risk and then where to put your efforts to
protect your organisation. If you only have an incomplete
picture – whether limited by scope or your ability to
discover assets and connections – you will build your
controls on a partial foundation. As the old adage says:
“you can’t protect what you can’t see”.
Eliminating blind spots is one of the key challenges for
attack surface management. We believe that something like 80% of all cybersecurity problems exist due
to blind spots in the organisation’s attack surface. Good
attack surface management will help eliminate those
blind spots.

80%

OF CYBERSECURITY PROBLEMS LIKELY
EXIST DUE TO BLIND SPOTS

However, this is impossible to do without automation.
AI and algorithmic-based discovery is the only way
to uncover the bulk of your attack surface. Relying on
humans to trace and discover your connections would
be hugely expensive, time consuming, and error prone.
There is a flipside to this, though. Having a comprehensive overview of your full attack surface can be terrifying
– you are going to uncover a multitude of things you’d
never considered. In some respects, ignorance can be
bliss. One of the big questions when you can actually
see your entire attack surface is, “Do I really want to
know all of this?” The answer to which, on a certain level,
is “no”. Most CISOs and cybersecurity professionals are
already busy with all the things they do know about.
Automation also needs to be built into remediating and
reducing risk based on attack surface data, so that a lot
of the basics can be mitigated without any human
intervention.
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Continuous Updates
Monitoring your attack surface is not a one-time,
set-and-forget process. As we highlighted above, your
attack surface is constantly changing. This means you
need to be continuously monitoring it for changes, and
you need to be alerted when those changes occur, so
that you can decide whether or not something needs
attention. This data needs to be dynamic and as close to
real-time as you can get.
Integration
Finally, it doesn’t matter how much data you have on
something; if it’s not actionable it’s ultimately not going
to be practical to use. So you need to be able to connect
all that data coming from your attack surface
monitoring into your existing internal processes and
systems (your PSA, ITSM, or ESM tools etc). That way
you can build it into your existing cybersecurity
structure and minimise extra work.
Keeping Pace With Cybercriminals
The reality is that the bad guys are pushing organisations into a space where they really can’t do without
attack surface management anymore. This has to do
with automation in the criminal space. For the longest
time criminals at all levels – whether opportunistic
attackers or nation-state sponsored APTs – have
depended on social engineering and phishing to deliver
their payloads, and to set up their schemes.
There is a criminal evolution going on. All of these
groups now rely heavily on automation for their attacks.
Whenever a new security event occurs, such as the
recent Microsoft Exchange zero-day, there will effectively be an automated scanning competition as a range
of different actors attempt to locate all exposed assets
and claim the zero-day for their own. An automated
scan like this can be done in a matter of hours.
With effective attack surface monitoring and management you can win hours in the battle against these
vulnerabilities. Taking the Exchange zero-day as an
example again, you would already know how many
Exchange servers you have and where they are, so you
can quickly implement the required processes to
protect those assets.
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WHAT DOES ALL THIS MEAN FOR YOUR INDUSTRY?
From a cybersecurity perspective, one organisation is
more secure than the next. The more you understand
your attack surface and the risks within, the more you
recognise that you can’t always eradicate all risk, and
that risk factors need to be quantified and ranked.
Some risk may even be chosen to be ignored.
However, unless you are monitoring your full attack
surface, you’re not aware of many of the risks you may
be inadvertently ignoring. Only by having the
granularity afforded by a comprehensive view of your
attack surface can you confidently classify, compare,
rank, and report back to management on the risks your
organisation really faces.

“ INSIGHT FROM THE ATTACK SURFACE CAN BE
USED TO MONITOR AND TRACK THE REMEDIATION
OF GDPR VIOLATIONS. ”

This is also crucial for regulatory compliance. For
example, insights from the attack surface can be used
to monitor and track the remediation of GDPR
violations. This could be as simple as cookies loading
before acceptance, data leakage, and insecure web
forms collecting PII. Providing risk reports to legal
departments to help them understand the compliance
risk to a brand at any given time can help the
organisation prioritise the potential impact of a noncompliance event. This counts for reputational damage,
as well as financial damage.
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CONCLUSION
Put simply, your attack surface is an aggregate of
hardware, software, and cloud assets that process or
store your data and are open to and accessible via the
internet. With the explosion of connected infrastructure as a result of fundamental changes in the way we
do business, such as cloud adoption, an increasing
reliance on apps, and a growing supply chain and
rapidly expanding list of third-party (and beyond)
connections it is imperative that organisations monitor
and work towards reducing their attack surface
exposure.
Attack Surface Management helps you prevent and
mitigate some of the key areas that have traditionally
posed a challenge to all organisations, including:
/

Shadow IT

/

Legacy assets

/

Human mistake and omissions

/

Vulnerable and outdated software

/

Unknown Open-Source Software (OSS)

/

Large-scale attacks on your industry

/

Targeted attacks on your business

/

Intellectual property infringement

/

IT heritage from M&A activities

/

Subsidiary Risk

/

Unknown API

/

OT (ICS) exposed technology

Attack Surface Management is key to seeing the
blind spots that are visible to adversaries. Having an
outside-in view of your organisation will fundamentally
move the advantage away from your adversaries and
opportunistic hackers, and back to your own teams.
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CYBERSPRINT – HELPING YOU TAKE CONTROL OF YOUR
ATTACK SURFACE
Cybersprint’s Attack Surface Management platform
enables organisations to discover their full attack
surface, and continuously monitor it for any risks and
external threats, helping you to quickly identify and
prevent attacks. By doing this it gives you complete
control over the often complex digital risks related to
your brand and its digital infrastructure.
What makes Cybersprint stand out?
Complete Visibility of Your Attack Surface
There are companies that can provide statistical analysis
and transform it into a “risk score” for your brand. This
score can then be compared with an industry average so
you can benchmark your organisation against your peers
or for your insurer
The problem with this approach is two-fold:
/

There is currently no standard that describes things
such as the minimum levels of cyber-hygiene you
should have across your attack surface. The result is
that everyone invents their own.

/

The solutions that provide this statistical analysis
only take into account a small proportion of your full
attack surface – as low as just 10% – so they are
providing you with only a partial picture of your real
problems.

Say you get a score of 750, but your goal is to have a
score above 800. By diving into the data you can see
how to manipulate things to bump up your score and
report that to your management. But you’re just influencing your score based on a limited view of your risk
rather than actually taking care of your security.
The 90% of your attack surface you can’t see represents
a huge blind spot for you and an equally huge risk.
Completeness of visibility in your attack surface is
critically important because if you’re securing just a part
of your attack surface, the bad guys can still sneak in
through those blind spots.
By using Artificial Intelligence as part of our automated
scanning process, Cybersprint helps you eliminate those
blind spots and discover and incorporate that 90%. It
does this with no need to install anything on your IT
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hardware. This means you can do some real security
work. You can actually start prioritising your security
posture and making sure that you’re more difficult to
hack, and that your attack surface is measurably getting
smaller.
No Scope, No Limits
Our no-scope approach is foundational to our technology. Hackers don’t care about your scopes, APTs
don’t care about your ISO certification, ransomware
criminals don’t care about your security score. They’re
just going find that hole in your attack surface and use it
against you.
Our no-scope approach means that whether you use
SaaS platforms and solutions, or use the cloud, or run
your buckets in Amazon, or have a bunch of hardware on
premises, or leverage APIs for some of your applications;
our AI-based discovery technology will find the myriad
of connections you have and give you visibility and
insights into them.
Imposing a scope on the discovery process is yet
another thing that creates blind spots in your attack
surface. We know for a fact that by taking a no-scope
approach you can uncover as much as 30-50% more
blind spots. The reality is that your attack surface is
unscopeable. Taking a no-scope approach is key to
successfully protecting your attack surface.
Assessing the Threats
Once we scan your attack surface, all your assets are
automatically assessed to identify weaknesses, errors,
vulnerabilities, and threats. But we don’t just look for the
obvious technical things such as vulnerabilities, open
ports, or certificates expiring. We also look at misconfigurations and information leaks, because sometimes you
can be leaking version information without realising. We
also probe further into other use cases, like compliance,
architectural configurations, and email security.
Providing Insights and Continuous Monitoring
Information on assets is automatically grouped into
insights. These insights are created to ensure that
you have context into what you are seeing and so you
can more effectively steer your organisation’s security
planning. Our platform continuously monitors and
adjusts your risk profile as you mitigate risks or more
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issues arise. With all the changes occurring across your
IT infrastructure there’s no point in doing this once and
then moving on. This helps you keep track of progress
and set targets, and ensures you have continuous
insights into what’s happening with your exposure.
Third, Fourth and Fifth-Party Risk and Beyond – Providing a
Deeper Vision
With the increasing focus on managing risk across your
supply chain, our platform provides you with detailed
intel into every single dependency that is in your attack
surface. We help you look at your certificate providers,
your SaaS providers, your DDoS protection, your hosting
providers, Amazon, Microsoft, Google, or any small
solution providers that are integrated into your operations. We also monitor code repositories and all the
services that are bound to be used by developers, such
as GitLab, GitHub, and Azure DevOps.
Integration
For the vast majority of the risk work you’re doing you
need to have an automated follow-up. Without this,
you’re still doing manual work, and that’s not what we’re
about. We want to decrease your workload – not add
to it. So we also work with you to ensure that the data
coming from our platform is integrated into whatever
upstream solutions or IT Management platforms your
organisation uses. By doing this we help you from risk to
remediation in a matter of minutes.
The Cybersprint approach begins with your brand(s)
and nothing more. Taking an adversary’s view of your
digital attack surface presents unrivalled accuracy, zero
blind spots, and no false positives that plagued legacy
approaches.

Find out for yourself how Cybersprint can help
put you back in control of your attack surface
and start to protect your whole business.

REQUEST A DEMO NOW!
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LINKS
1.

https://www.forbes.com/sites/forcepoint/2020/05/28/rise-of-remote-work-preventing-cybersecurity-risks/?sh=3c6e48e41274

2.

https://www.mcafee.com/enterprise/en-us/
about/newsroom/press-releases/press-release.
html?news_id=6859bd8c-9304-4147-bdab-32b35457e629

3.

https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-ofenterprise-workloads-will-be-in-the-cloud-by-2020/

4.

https://www.infosecurity-magazine.com/news/legal-firmleaks-15000-cases-via/#:~:text=A%20legal%20advisory%20
company%20has,containing%2055%2C000%20documents%20
wide%20open

5.

https://www.cybersprint.com/blog/
swagger-api-discovery-of-api-data-and-security-flaws

6.

https://www.cybersprint.com/
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