Network Security for
Community Banks
Community banks face increasing challenges
when it comes to cyber security. Regulators
are applying more stringent rules on data
security. Banks are targeted by cyber
criminals for the valuable assets they hold
and handle. While budgets are being pinched
and banks’ IT resources are stretched.
Unlike large financial institutions, community
banks do not have teams of security
professionals or vast resources to dedicate
to cyber security. Yet they still need to be
secure for the customers which turn to
them for personal service and assurance.

They are also still subject to the same scrutiny of
regulators. The FFIEC has developed resources
such as the Cybersecurity Assessment Tool 1
to help them determine their preparedness.
Earlier this year the OCC and the FDIC
issued a joint statement reminding banks
of the heightened cyber security risks.2

"Heightened risk from cybersecurity
threats, such as increased geopolitical
tensions and threats of aggression,
may result in cyber attacks against
U.S. targets and interests. In recent
years, disruptive and destructive
attacks against financial institutions
have increased in frequency and
severity."
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Recommendations include securely
configuring network components to ensure
that only approved ports, protocols, and
services are allowed and actively monitoring
systems for network threat and vulnerability
information.

1 https://www.ffiec.gov/cyberassessmenttool.htm
2 https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-5.html

CyGlass Addresses Community
Banks Cyber Risk in Three Ways:
COMPLIANCE
BOX TICKED
The requirement from regulators is for
banks to monitor their networks to identify
cyber security threats. CyGlass’ Network
Defense as a Service (NDaaS) simply
and effectively identifies, detects, and
responds to threats to your network. This
ticks the regulator’s boxes but also allows
you to take your cyber security beyond the
basic audit measures.

“Compliance does not equal
security; but network visibility is a
vital component to reaching both.
Threats against banks are increasing
exponentially so it is vital that they
establish a baseline of normal activity
so they can identify when hackers,
cybercriminals, or disgruntled
employees are looking to exploit any
vulnerability in their network.”
JOHN DEMAURO
VIRTUAL CISO FOR COMMUNITY BANKS

SECURITY BEYOND
COMPLIANCE
The best defense is knowing what normal
network activity looks like so you can identify
anomalies quickly and act to mitigate attacks.
This is what CyGlass provides: you can see
your entire digital network through a security
lens and therefore can plan, prioritize and
protect it effectively.

PRODUCT/COST FIT
FOR COMMUNITY
BANKS
Unlike other security solutions, CyGlass
doesn’t require any additional hardware,
software, or people. It’s up and running in
hours and has a low rate of false positives so
it is not going to overburden staff. CyGlass
works on the network, which means there
is no additional cost or friction in protecting
each branch a community bank has.

Without breaking the bank you can have sophisticated
threat detection that goes beyond basic compliance
to protect assets and assure customers that
their money is secure from cyber threats.
GET YOUR FREE THREAT ASSESSMENT HERE >

