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About Cyglass
CyGlass Network Defense as a Service (NDaaS) simply and 
effectively identifies, detects, and responds to threats to your 
network without requiring any additional hardware, software, 
or people. The CyGlass cloud continuously analyzes billions 
of conversations happening on a company’s network, learns 
what is normal, and responds when suspicious behaviors that 
risk the security of your critical IT assets or your organization’s 
reputation are detected. 

Applying machine learning and other analytical techniques to 
network traffic is helping organizations detect suspicious traffic 
that other security tools are missing. A baseline of end user 
behavior is defined, and anomalies are flagged. CyGlass also 
offers Network CyberScore, a risk rating that can be calculated 
for any node, subnet, zone or partner on your network. It 
provides visibility into the security events affecting  your 
network and clear actions on how to address them.

LEARN MORE AT WWW.CYGLASS.COM
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Introduction
Community banks face increasing challenges when it comes 
to cyber security. Regulators are applying more stringent rules 
on data security. Banks are targeted by cyber criminals for the 
valuable assets they hold and handle. While budgets are being 
pinched and banks’ IT resources are stretched.

Unlike large financial institutions, community banks do not have 
teams of security professionals or vast resources to dedicate to 
cyber security. Yet they still need to be secure for the customers 
which turn to them for personal service and assurance.

The Threat Landscape 
Has Changed
Today we see threats from negligent, malicious or compromised 
third party insiders, overprivileged or super users and cyber 
criminals. With the NSA and CIA toolkits in the public domain, 
it’s easier than ever to circumvent existing security tools.

For community banks and credit unions, these threats and 
incidents point to a number of issues:

• Most defenses are focused on the network perimeter

• Very limited IT staff with deep security skills

• Budget constraints

• The scope of the network is no longer confined to the 
institution itself
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FFIEC Compliance
In June of 20151, in light of the increasing volume and sophistication of cyber 
threats, the Federal Financial Institutions Examination Council (FFIEC) developed the 
Cybersecurity Assessment Tool (Assessment) to help institutions identify their risks and 
determine their cybersecurity preparedness. The Assessment provides a repeatable 
and measurable process for financial institutions to measure their cybersecurity 
preparedness over time2.

However, compliance does not equal security; but network visibility is a vital 
component to reaching both. (The areas CyGlass addresses are highlighted in bold 
text.)

NETWORKS are evolving and dynamic. 
Many community banks and credit 
unions have only cursory knowledge 
of their network assets and are unable 
to interpret traffic and lack visibility 
into what’s happening on the network. 
Endpoint protection alone is not 
sufficient. For example, printers, IP 
cameras, ATM machines and network 
connected devices do not have anti-
virus software and could be opening 
organization’s to risk. Consider that three 
of the top 10 attacks in the last quarter of 
2017 targeted network devices.

SECURITY ALERTS are overwhelming 
network and security operations center 
(NOC/SOC) analysts. There are too many 
alerts and not enough time or resources 
to review each. Endpoint security, SIEM, 
firewalls, VPNs and anti-virus tools are not 
preventing today’s security threats. These 
tools were built in the past for the threats 
of the past. Today there are end users 
(customers/employees) everywhere 
accessing resources from anywhere on 
any device.

RESOURCE CONSTRAINTS  
There is a significant lack of available 
security resources and when a person 
becomes available, it’s at an exorbitant 
cost. Cybersecurity Ventures estimates 
that there will be a shortfall of 3.5M 
security positions by 2021 and 350,000 in 
the US alone in 20183.

DATA  
The volume of data is overwhelming 
the ability of humans to process. The 
combination of large data sets, a broad 
range of data types and the velocity 
of the data passing through banking 
networks requires a solution that can 
quickly parse through the data and 
identify activity that is potentially a 
cyber threat.

UNKNOWN  
There are new breaches happening every 
day, some resulting from an unknown 
technique. No rule or policy exists to 
stop the unknown. Some of the recent 
examples include organizations like 
Equifax, Facebook, Sony, Target and the 
biggest of all, Yahoo. While these are 
large and well funded enterprises, and 
therefore get a lot of press coverage, 
most small entities endure the losses 
with minimal national fanfare, but local 
coverage can cause a loss of faith in a 
trusted community partner.

1 https://www.fdic.gov/news/news/financial/2016/fil16068.pdf 
2 https://www.ffiec.gov/cyberassessmenttool.htm#tool 
3 Cybersecurity Ventures, 31 May 2017
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How Can Cyglass Help?
Networks are the Greatest Opportunity for Attacks
All cyber breaches rely on the network. It’s the single source of connectivity from a 
hacker to a bank’s most valuable assets. But most banks have poor network visibility 
that severely hinders threat detection. The network is also ill-defined – is it the local 
branches, the head office, a customer’s home computer or mobile device? What 
third parties are approved to access the network? A bank’s network is beyond the 
constraints of a building, but instead anywhere. Part of the challenge here is not simply 
understanding the inventory of network connections, but to know which connections 
are appropriate and which are not.

Without breaking the bank you can have sophisticated threat detection that goes 
beyond basic compliance to protect assets and assure customers that their money is 
secure from cyber threats. The section below explains how.

FFIEC DOMAIN 1.  
CYBERSECURITY RISK MANAGEMENT 
AND OVERSIGHT

“Cyber risk management and 
oversight addresses the board of 
directors’ oversight and management’s 
development and implementation of an 
effective enterprise-wide cybersecurity 
program with comprehensive policies 
and procedures for establishing 
appropriate accountability and 
oversight.”*

CyGlass provides visibility into your entire 
inventory of technology assets accessing 
your network. CyGlass will provide 
information on your organization’s 
assets including hardware, software, 
data and systems hosted both internally 
and externally. Updated in real-time, 
the automated CyGlass AI reports 
document tracking, updating, and asset 
prioritization of the asset inventory.

FFIEC DOMAIN 2. 
CYBERSECURITY CONTROLS

“Cybersecurity controls are the practices 
and processes used to protect assets, 
infrastructure, and information by 
strengthening the institution’s defensive 
posture through continuous, automated 
protection and monitoring. Detective 
Controls include threat and vulnerability 
detection, anomalous activity detection, 
and event detection, may alert the 
institution to network and system 
irregularities that indicate an incident has 
or may occur.”

CyGlass takes a network-centric 
approach to dark threat detection. 
Malicious actors may hide at the endpoint 
or application layers, but their movement 
in the network they can’t hide. CyGlass 
intuitively understands, identifies and 
classifies the value of assets based on 
the network traffic, users and services 
interacting with them. This permits us to 
provide the highest degree of precision 
in detecting which threat is most critical 
to your business and thereby eliminate 
false positives.
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FFIEC DOMAIN 3. 
THREAT INTELLIGENCE  
AND COLLABORATION

“Threat intelligence and collaboration 
includes processes to effectively 
discover, analyze, and understand 
cyber threats, with the capability to 
share information internally and with 
appropriate third parties.”

CyGlass detection capabilities are 
uniquely focused on monitoring and 
analyzing sources of threats. It analyzes 
these sources to identify threats that 
are specific to the institution and then 
applies an ensemble of algorithms 
to eliminate false positives and raise 
awareness to the SOC personnel.

FFIEC DOMAIN 4.  
EXTERNAL DEPENDENCE MANAGEMENT

“External dependency management 
involves establishing and maintaining 
a comprehensive program to oversee 
and manage external connections and 
third-party relationships with access to 
the institution’s technology assets and 
information.”1

CyGlass detection is based on network 
movement and monitoring. Traffic to or 
from external sources may be legitimate 
or it may represent activity by a bad 
actor. Machine learning in conjunction 
with our AI algorithms, allows us to 
analyze the patterns, traffic volumes, 
access points, timing and a host of other 
variables to determine the likelihood 
of a breach and recommendations for 
remediation.

FFIEC DOMAIN 5. 
CYBER INCIDENT MANAGEMENT  
AND RESILIENCE

“Cyber incident management includes 
establishing, identifying, and analyzing 
cyber events; prioritizing the institution’s 
containment or mitigation; and escalating 
information to appropriate stakeholders. 
Cyber resilience encompasses both 
planning and testing to maintain and 
recover ongoing operations during and 
following a cyber incident.”*

CyGlass provides a management 
dashboard that quickly and easily 
identifies the most significant threats 
through our proprietary scoring system, 
generates an overall effectiveness rating 
for resolving elevated issues as well as 
the ability to drill down into each area 
of concern to determine the appropriate 
remediation action. The dashboard can 
be configured for SOC personnel up 
through the Board of Directors of any 
institution allowing individuals to focus 
on their roles.

1 https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_May_2017_Users_Guide_June2.pdf
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FOR MORE INFORMATION 
please contact sales@cyglass.com

CyGlass Addresses Community Banks Cyber Risk in Three Ways: 

Conclusion

GET YOUR FREE THREAT ASSESSMENT HERE >

COMPLIANCE BOX TICKED 

The requirement from regulators is for 
banks to monitor their networks to 
identify cyber security threats. CyGlass’ 
Network Defense as a Service (NDaaS) 
simply and effectively identifies, detects, 
and responds to threats to your network. 
This ticks the regulator’s boxes but also 
allows you to take your cyber security 
beyond the basic audit measures. 

PRODUCT/COST FIT  
FOR COMMUNITY BANKS

Unlike other security solutions, CyGlass 
doesn’t require any additional hardware, 
software, or people. It’s up and running 
in hours and has a low rate of false 
positives so it is not going to overburden 
staff. CyGlass works on the network, 
which means there is no additional cost 
or friction in protecting each branch a 
community bank has. 

SECURITY BEYOND COMPLIANCE

The best defense is knowing what normal network activity looks like so you 
can identify anomalies quickly and act to mitigate attacks. This is what CyGlass 
provides: you can see your entire digital network through a security lens and 
therefore can plan, prioritize and protect it effectively.  
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Without breaking the bank you can have 
sophisticated threat detection that goes beyond basic 
compliance to protect assets and assure customers 
that their money is secure from cyber threats. 

“Achieving compliance does not equal 
achieving good security; but if you 
establish and implement a well-thought-
out security plan - compliance will 
take care of itself. Gaining meaningful 
visibility into what is occurring on 
your network is a vital component to 
achieving both of these goals. Threats 
against financial institutions are 
increasing in volume and complexity 
so it is vital that they gain meaningful 
visibility into what is occurring on their 
networks. It is extremely important 
that visibility is achieved in a way that 
allows them to establish a baseline of 
normal activity so they can effectively 
identify abnormal activity that 
could be associated with today’s 
breed of sophisticated attackers.” 

JOHN DEMAURO  
VIRTUAL CISO FOR  
COMMUNITY BANKS
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