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Cybersecurity: Are you protecting your critical

assets?

| Executive summary

Too often, cyber strategies focus on complying
with best practices rather than on protecting
‘value’, with significant attention dedicated

to Information Technology (IT). Meanwhile,
Operations Technology (OT), the technology
that runs your operations, is neglected. This is a
clear signal that the cybersecurity plan did not
start with a clear understanding of value, risk or
cyber strategy.

A sound cybersecurity strategy should start

by understanding how critical each of your
physical and data assets are, what cyber threats
could compromise these assets and how likely
this is to occur. This enables teams to develop
mitigation plans and determine the associated
value and costs. Without this value focus, many
strategies are like spreading peanut butter on
toast - evenly spread, rather than focussing on
the at-risk assets.

Since the coronavirus pandemic began, cyber attacks have increased dramatically around the globe. A top United Nations official
reported a 600% increase in malicious emails during this period, with a cyber attack taking place an average of every 39 seconds.
The damage from ransomware attacks alone is expected to reach $20bn in 2021 - almost double the cost in 2019 - and businesses
are expected to fall victim to a ransomware attack every 11 seconds by that time, up from every 40 seconds in 2016.

These threats have been more common internationally, increasing in many countries and unfortunately are here to stay. Companies
that have been brought to their knees will invariably mention that they scored well on cyber audits. How is this possible?

Cyber investment decisions should make informed trade-offs between
value and risk

Risk mitigation profile

Invest more — small investments
provide out-sized returns

Invest less — dollars spent do

Risk not provide sufficient returns

Spend better — be more

effective with dollars spent
Investment ($)

When looking at your organisation’s cybersecurity strategy, it is crucial to rigorously review three questions:

)

1. What are the most valuable,
vulnerable and threatened
things that must be protected?

3. How do we know we are

protecting our valuable
assets effectively?

2. What is needed to protect
our at-risk assets?
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1. What are the most valuable, vulnerable and threatened assets to protect?

Your organisation needs to understand how it delivers value, and what needs to be protected to realise that value and avoid incurring

the expense of recovering from a cyber attack.

We offer pointers around the elements that should be covered by your cyber strategy:

Mapping your organisation’s
assets (both physical and data)
enables you to understand:

- Data entry and exit points for each asset,
including interconnectivity between assets
and between platforms

- Significance to your business if this asset was
compromised or had connected systems and
processes infected

Individual systems and interconnectedness between systems is
assessed to identify weaknesses

O Highly vulnerable . Limited vulnerability

Value chain
Input/control
systems D D ‘ O
Output/data
capture ‘ O ‘ O
Data aggregation ® O () [ )

and viewing

For each important asset, you can develop a view on whether it is at-risk by assessing both threat and vulnerability.

Threat: What cyber actors have the
desire and capability to attack us?

- Desire: What incentives do cyber actors
have to compromise our critical elements?
This is derived from threat intelligence and
combined with an understanding of the
organisation’s context and industry.

- Capability: What are the ‘bad guys’ capable
of? This is derived from threat intelligence and
analysis of recent events.

Vulnerability: How likely is a threat?

With an understanding of threats, capability and
your current cybersecurity levels, Operations,
Finance, Risk and IT can work together and
quantify your vulnerability and the financial risk
of a successful cyber attack.

Threat/vulnerability assessed for each asset

Loss event
frequency

Threat event

frequency Vulnerability

Contact Probability Threat Resistance

frequency of action capability strength

Rand Val
andom alue Skills (knowledge/experience)

Regular Effort level . .
Resources (time/materials)

Intentional Risk
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Sample cyber risk output of FAIR" model analysis

Annual loss exposure Minimum, Sm

. Most likely, Sm

B Maximum, $m

Ransomware on Operating Ransomware on corporate Diversion of Untested patch on Operating

Technology network network funds in SAP Technology network

2. What is needed to protect our valuable, at-risk assets?

These analyses guide your technical teams in determining the required processes, systems and disciplines that need to be established
within the organisation. This will include both technical and behavioural solutions, which trade-off potential mitigation value against
both cost and ease of implementation.

These solutions can then be prioritised by the likely impact each idea or group of ideas will have on the magnitude of loss associated
with that asset. Combined with the mitigation cost, this leads to further prioritisation based on the expected impact of mitigation
strategies.

Sample ideas from cyber assessment triage

1. Investin patches for third-party system vulnerabilities

2. Two-factor authentication to critical assets

3. Implement cybersecurity training programme at all levels

4. Provide cybersecurity training for IT personnel who demonstrate aptitude in cyber
5. Procure and implement cybersecurity tools for monitoring network traffic

6. Architect virtual contingency operations options for the ROC

paiesiiw sty

7. Join the Mining and Metals Information Sharing Analysis Center (MM-ISAC)
8. Next-generation network segmentation
9. Intelligence-based threat briefings

10. Conduct regular spear phishing tests

Ease of implementation

With a clear understanding of your vulnerabilities, risks and priority actions, your organisation can define a roadmap to cybersecurity.
This will include a series of agreed initiatives and programs to improve your technical protection and resilience, while also training and
coaching your entire organisation on how to stay cyber safe.

1 The FAIR model, developed by the FAIR Institute (https://www.fairinstitute.org/), uses Factor Analysis of Information Risk to determine the value at risk from a cyber incident.
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3. How do we know we are protecting our at-risk Actionable C-Suite dashboard highlights variances
assets effectively?

While cyber audits are useful to remain compliant with
regulations and best practices, compliance alone does not
deliver security, particularly when situations are rapidly
evolving.

Your cyber strategy and execution should prioritise and
protect the critical systems and data assets that power your
operation. This will include tracking of actions required

to position your organisation to defend critical assets, an
overview of threats manifesting and any trends on how well
the established defences are coping.

Unfortunately’ common Cyber KPIs often focus on ‘how Clleable deep‘d|ve dashboal’ds bUIld aCCOUHtablllty

dangerous it is out there’ (e.g. number of phishing emails
received, number of external scans against the network),
rather than whether the organisation is exposed or
effectively protecting its at-risk assets. By shifting the focus
of your KPIs (e.g. from ‘number of external scans against
the network’ to ‘number of failed logins’), your organisation
will gain a better understanding of potential target attacks,
enabling it to act to protect itself. If you know that failed
logins are increasing, you can identify which usernames and
passwords may have been leaked outside the organisation,
then focus efforts to increase security of those accounts and
improve the training of those individuals affected.

Conclusion

Nothing can eliminate your cyber risk. However, a thoughtful, risk-informed and business-driven cyber strategy will enable your
organisation to stay focussed on the priorities, make better decisions and focus funds on the most important areas to protect. You don’t
need to be a cybersecurity expert to be an effective partner in the process, as your organisation moves beyond compliance and towards real
security and value protection.

Key questions to ask:

- Where is your organisation most vulnerable? - Areyour cyber activities prioritised on the expected impact and
L . . . ost?
- What are your main risks, and what is the cost if those risks cos
eventuated? - Do KPIs and dashboards reflect the agreed cyber strategy?
- How much can these risks be mitigated and at what price? - Isyour current cyber strategy effective?
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