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User Management Overview
How to self-manage user accounts for Agero’s Accident Management Dashboard

Accident Management Dashboard makes it easy 
for client user administrators to manage their 
userbase, including:
• Creating user accounts
• Disabling user accounts
• Resetting passwords
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Login Instructions

First-time users:

Click the "Forgot Your Password" link 

to request your login credentials

**NOTE: Agero will create the first Administrator account**

For returning users:

User logs in with email address.

They will then be taken to an 

authentication page to enter their 

company email and password.
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Multi-Factor Authentication
Provides additional layer of privacy and data security

After successfully entering your 
password, you will be prompted to 
enter a security code, which will be sent 
to your email.

Once you successfully enter your code, 
you will be directed to the Accident 
Management Dashboard home screen.
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Updating Your Password

1. Contact your administrator and ask for a 

password reset

2. The Admin will have to log into the AM 

Dashboard, go to the Administration tab then 

search for the user whose password requires a 

reset

3. After locating the user, click on the 3 dots all the 

way on the right

4. Click on “Change Password” and an email will be 

sent to the user’s email account

5. Once they receive the email, they will be able to 

update their password
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Dashboard Home

Features:
Manage users

View Claims Detail Reports

Create Service Requests
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Administration Home
Features:

Search existing users

Add new users

Manage existing users
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Add/Create New User

Required fields:
Email
First name
Last name
Username (cannot include “@” 
symbol)
Phone number
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User Management FAQs

How often do passwords 
need to be reset?

If my users are bulk 
loaded by Agero, what is 

required from them?

How long does it take to 
load our users?

If I go to Single Sign On 
later, what is needed?

If an admin leaves the 
company, how do I 

remove access?

Can Agero manage this 
for me?

What do we do if 
someone can’t login?

The password will need to 
be reset every 90 days.

Users will need to navigate 
to the AM Dashboard and 
create a password upon 
initial login.

Agero will need at least one 
week’s notice.

Agero will partner with your 
company’s IT team to set up 
Single Sign On and to 
provide additional 
instructions

Using a different admin 
account, search for the 
user’s account and disable 
it.

*It's recommended to do 
this ASAP to ensure security

Our security model dictates 
that the client is responsible 
for who has access to your 
data.

Contact your admin. 
If your admin cannot assist, 
please use the 1-800 
number assigned to your 
company to submit a ticket.


