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Introduction
For Enterprise IT organizationswho are dissatisfiedwith the time andeffort it takestokeependpointssecureandup-
to-date,Adaptiva offers Endpoint Health.

EndpointHealth is a healthandsecurity enginethat automatically identifies& repairs endpointissuesinstantly.
It is the fastest andmostautomatedway to keep your endpoints secure and up-to-date.

Unlike competitive alternatives that simply provide visibility into security issues,Endpoint Health proactively
monitors thehealthofendpoints,troubleshootsissues,andthen automatically resolves themwithout theneedfor
manualefforts.

Endpoint Health comespre-packagedwith dozensof health checks as well as aWorkFlow Designer tool that
companies canusetovisually create their own customhealth checkswithout writing asingleline ofcode.This document
provides a list and brief descriptionofover 100health checksthat are includedin EndpointHealth.

Health Check Remediates? Description Impact

ConfigMgrClient
ConfigurationChecks

Ensure thatMicrosoft ConfigMgr
client endpoints are configured
correctly

ConfigMgrClient -Cache
Available Space

Yes ChecksandRemediates: The
specified amount ofspaceis
available in theclient cache

The ConfigMgrclient can only hold
a finite amountof dataand the
cachesizeis set toa fixedMB limit.
When the cachegetsfull and/or
there isn't enoughroomto
download apiece ofcontent toit,
thenthe installation will fail. This
check ensures that the cachehasa
required amountofspace,which is
usefultoensure that there's always
roomfor a largedeployment.

ConfigMgrClient -Cache
Location

Yes Checksand Remediates: The client
cachelocation iscorrectly set

Allows for standardizationof
ConfigMgrcache location and
prevents the end-userfrom
changingit.

ConfigMgrClient –
OrphanedCacheFolders

Yes Checkswhether there are any
folders in the ccmcachethat the
ConfigMgrclient is not aware of.

Orphaned cachefolders become
unmanagedby theConfigMgr
client sodonot getcleaned up
or utilized when neededfor
installation. This causes
duplication of contentand
wasted disk space.
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Health Check Remediates? Description Impact

ConfigMgrClient -Site
Assignment

Yes Checksand Remediates:The client is
assignedto thespecified site

Inmulti-sitehierarchies, when
clientsmove around,are shipped or
relocate to adifferent office,or are
installed incorrectly, they canpoint
toan incorrect site.This would
resultmanagementby the wrong
server not appropriate totheir
location.This checkensures clients
are always pointingto their correct,
local site.

ConfigMgrClient -Site Auto
Discovery

No Verifies: Site autodiscovery is
working ontheclient

If the client is unableto
automatically discover a site,this
may indicate other issuessuchas
boundary configurationor a local
client problem.This checkallows
for administrators toidentify these
systems andproblems before the
effectsare reported by the enduser.

ConfigMgrClient –
DownloadProvider

No Checkswhether the specified
Alternate ContentProvider is
registered asthedownloadprovider.

Incorrect or missingdownload
provider informationcanleadto
content comingfromanundesired
source.

ConfigMgrClient Health
Checks

Checkand resolve issuesrelated to
theMicrosoft ConfigMgrclient

ConfigMgrClient -Cache
Size

Yes Checksand Remediates: The client
cachesizeis set todesired value, or
more

By default,the ConfigMgrclient
cachesizeis set to5120MB. If
contentthat is larger than this
needsto bedownloaded,there will
not be enoughroom in the cache
andthedownload jobwill fail. This
health checkallows for a desired
size to beset. Then,if the cache size
is not largeenough,it will get
corrected.

ConfigMgr Client -CCM
Folders

Yes Checksand Remediates: There is no
file namedCCMin theWindows
system32folder, andthere is nofile
namedCCMSETUP in theWindows
system32 folder

This canbeusedby administrators
to tidy up legacyor incorrectly
placed ConfigMgrinstallation and
setupfolders.
These folders can be confusingand
canresult inmisinformation if, for
example,they still contain
configurationdata or logfiles from
a previousinstallation.
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Health Check Remediates? Description Impact

ConfigMgrClient -Duplicate
GUID

No Verifies: The client doesnothave a
duplicateSMS GUID

If amachine shares aConfigMgr
GUID with another device,any and
all deploymentstargetedat onewill
also target theother. It would also
be impossibletodirectly targetone
device. This can causea numberof
issues.

ConfigMgrClient -
ManagementPoint Location

No Verifies: Theclient cancorrectly
determine the location ofthe
managementpoint

If the client cannotdetermineits
MP location, thenit could indicate a
boundary issueor a client problem.
Adminscouldproactively identify
and resolve these issuesbefore the
end user experiencesany content
issuesas aresult.

ConfigMgrClient -
Provisioning Mode

Yes Checksand Remediates: Caseswhere
the TaskSequenceManager leaves
software distribution disabledeven
after it hasexited

If a machineis left in provisioning
modebymistake,then it will be
unable todownload software asthe
clientwill believe it's still runninga
task sequence.

ConfigMgrClient -Service
Running

Yes ChecksandRemediates: The SCCM
client agentservice is running,andits
startmodeis set to automatic

If the ConfigMgrclient agentservice
(ccmexec/SMS AgentHost) is not
running, then theentire ConfigMgr
capabilities areunavailable forthat
device: software deployment,
Windows Updates(if managedby
ConfigMgr),Operating System
Deployment, etc.

ConfigMgrClient -Version Yes Checksand Remediates: The specified
version or later ofSCCMagentis
installed

If the ConfigMgrclient has not been
auto-upgradedto the latest version,
or is runninga lower/incorrect
version, thatcouldeither indicate a
problemwith the client or that the
clientmay just nothave upgraded
yet.New featuresavailable in
newer client versions wouldnotbe
available until this happens.

ConfigMgrClient
Installation Checks

DetectandresolveMicrosoft
ConfigMgrsetupand installation
issues
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Health Check Remediates? Description Impact

CCMSetup-DiscoveryStatus
MOF

Yes Checksand Remediates: If the event
logscontain entries indicating
CCMSetupfailed due toa
DiscoveryStatusMOF compile issue;
compilestheMOFautomatically if so

Thiserror would indicatea
problempreventing theinstallation
of theConfigMgrclient.

CCMSetup-
StatusAgentProxyDLL

No Detects if the event logscontain
entries indicating CCMSetupfailed
dueto aStatusAgentProxy DLL issue

Thiserror would indicatea
problempreventing theinstallation
of theConfigMgrclient.

CCMSetup -Visual C++DLL Yes Checksand Remediates: If the sizeof
the Visual C++DLLis incorrect, the
correct DLL is copiedfromthe
specified path

Thiserror would indicatea
problempreventing theinstallation
of theConfigMgrclient.

ConfigMgrClient -Installed Yes ChecksandRemediates: The SCCM
client agentis installed

Without the ConfigMgrclient agent
installed, the entire ConfigMgr
capabilities areunavailable forthat
device: software deployment,
Windows Updates(if managedby
ConfigMgr),Operating System
Deployment, etc.

ConfigMgrClient Status
Checks

DetectandresolveMicrosoft
ConfigMgrclient communication,
reporting and downloadissues

ConfigMgrClient Status -
Hardware Inventory

Yes Checksand Remediates: whether
hardware inventory isworking

Hardware inventoryprovides
important inventory datausedfor
systemidentification, asset
knowledgeand targeting,installed
software dataanddynamicquery-
basedcollection population.
Without accurate datasystemsmay
getincorrectly targeted,and
important knowledge about
systemsmay beinaccurate or
missing.

ConfigMgrClient Status -
Heartbeat Discovery

Yes Checksand Remediates: whether
heartbeatdiscovery isworking

Systemssendheartbeat discovery
data toinform thesite that the
client is healthy.If the systemis
healthy, but unableto send
heartbeat data, it may be
incorrectly assumedto be
unhealthy,markedas inactive, or
removed fromConfigMgrentirely.
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Health Check Remediates? Description Impact

ConfigMgrClient Status -
ManagementPoint Ping

No ChecksandRemediates: The
managementpoint location can be
detected, andmanagementpoint can
be pingedusingICMP echo

If the client cannotdetermineits
MP location thenit could indicate a
boundary issueor a client problem.
Adminscouldproactively identify
and resolve these issues beforethe
end user experiencesany content
issuesas aresult.

ConfigMgrClient Status -
PackagePing

Yes Checksand Remediates: whether
packagedownload is working or not

If packagescannot bedownloaded,
then end-userswill not ableto
install software. Also,systems
administrators will not beableto
patchmachinesor deploy
applications. The end-user
experiencewould beseverely
compromised.

ConfigMgrClient Status -
Policy Retrieval

Yes Checksand Remediates: arecently
updatedpolicy canbedownloaded
successfullyby theclient

ConfigMgrworks using policies,
which control many things,
including client settings,software,
compliance,andWindows Update
installation. If machinesare unable
to downloadandapply policies,
thenthiswill severely impacton
the systemsʼmanagementandon
theend-user.

ConfigMgrClient Status -
Software Distribution

Yes Checksand Remediates: whether
software distribution isworking or
not

If software distribution is not
working, then end-userswill not be
able to install software.
Systemsadministrators will notbe
able to patchmachines or deploy
applications. The end-user
experiencewould beseverely
compromised.

ConfigMgrClient Status -
Software Inventory

Yes Checksand Remediates: whether
software inventory isworkingor not

Software inventory canbeusedby
administrators to report ondevices
that containcertain files.Without
this informationmachinesmaybe
mistargeted,or intelligence
informationmaybeinaccurate.
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Health Check Remediates? Description Impact

ConfigMgrClient Status -
StatusMessageSubmission

Yes Checksand Remediates: whether
statusmessagesare being reported

Statusmessagesare used for
reporting to determine thingssuch
asdownloadandinstallation state
andvarious other factors.Without
this, the information shownin
reports andqueries would be
inaccurate.

DCOMChecks Ensure networked computersare
enabled for remoteconnection

DCOM-Remote Connection
Enabled

Yes Checksand Remediates: Whether
remote connectionis enabledor not

Allows systemadministrators to
ensure that DCOMRermote
Connectivity isavailable onall
desired devices.

Instant Inventory
Checks

Return instantinventory details
fromclients forreporting
purposes

Instant Inventory -Disk
Space

No Returns anymachinesthat have
below the specified amountof
available disk space

Showswithin secondsany device in
the targetcollection or groupthat
has under aspecified amountof
disk space.Useful for cleanup
exercises,reporting or replacement
PC targeting.

Instant Inventory -File
Contains Text

No Returns anymachinesthat have the
specified textin a specifiedfile

Useful for searching text-basedfiles
suchas logfiles, ini files,
configuration files, etc.,for a
specific string of text.This can be
usedfor intelligence purposes,
findingmachineswith a specific
config,or for troubleshooting—
findingdeviceswith a
specific/partialerror string.

Instant Inventory -File
Exists

No Returns anymachinesthat havea
specifiedfile

Will return within secondsany
deviceswith a specificfile.
Couldbe usedfor finding infected
machines,or just devices that have
an installed app,etc.

Instant Inventory -Folder
Exists

No Returns anymachinesthat havea
specified folder

Will return within secondsany
devices with a specific folder.Useful
for systemidentification purposes.



Adaptiva Endpoint Health: Health ChecksList

8of 22

Health Check Remediates? Description Impact

Instant Inventory -Process
Running

No Returns anymachinesthat havea
specifiedprocessrunning

Couldbeuseful for identifying
infectedmachines,machines
runninga certainprohibited
application, findingdevices thatare
usinglicenses from apooledlicense
application, etc.

Instant Inventory -Service
Started

No Returns anymachinesthat havea
specifiedservice that is in thestarted
state

Canbe usedfor finding systems
that havea service runningthat
shouldnot berunning.

Instant Inventory -Service
Stopped

No Returns anymachinesthat havea
specified service that is in the stopped
state

Canbe usedfor finding systems
that shouldhave aservice running
but donot.

IP AddressScope
Checks

Ensure client endpointshavea
valid IP address

IP -Permitted Scope No Verifies: Client's IP addressis within
thespecifiedpermitted IP address
scopes

Couldbe usedby network teamsto
identify machinesthat areactive
within a certain IP addressrange
and totake action
—if they shouldor shouldnot bein
there.

IP -Prohibited Scope No Verifies: Client's IP addressis not
within the specifiedprohibited IP
address scopes

Couldbe usedby network teamsto
identify machinesthat areactive
within a certain IP addressrange
and totake action
—if they shouldor shouldnot bein
there.

Network Ensure clientshaveproperly
configurednetwork and
communication settings

Network -DNS Settings Yes Checksand Remediates: If the
Primary DNSsuffix,Sync Domainwith
Membership,thePrimary DNS
Domain,theNICDNSDomain and
Enable DynamicDNSRegistration
settingsare set correctly; sets tothe
desiredstate if incorrect

En masse,real-time configuration
of DNSsettings.Ensures that
machinesare correctly registered
with the DNSserver and that they
can communicate out andbe
communicatedwith.

Network -Hosts file entries
present

Yes Checksand Remediates: If the hosts
file containsthespecifiedentries; if
any specifiedhostsentry is not
present, it is appended

Hostsfile entries are useful for
endpoints that needto
communicatewith other devices
that are notpresentontheir local
DNSserver.
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Health Check Remediates? Description Impact

Network – DNS Name
Resolution

Yes Checkswhether the local hostname
resolves to thecorrect IP address in
DNS.

Outdatedor incorrect name
resolution can causeto numerous
application issuesthat rely on
accurate nameresolution.

OperatingSystem
Health Checks

Ensure endpointuser operating
systemsare configuredcorrectly

(Lanman) Server -Service
Running

Yes ChecksandRemediates: The
lanmanserver service is running,and
its startmodeis set to automatic

TheServer/LANMANServer service
is responsible fornumerousfile and
communication purposes onthe
client.Without this service running,
file shares, remoteaccessto certain
resources,andother services will
beunavailable. This health check
ensures that it is running,andthe
service start modeis setproperly.

OS-Admin Share Available Yes ChecksandRemediates: The admin$
share is publishedonthe client

TheAdmin$share is used for
administrative connectivity tothe
device.This allows administrators
to be able to connect andmanage
the file systemremotely. Some
applications also dependonthis
share beingaccessible.

OS-Version No Verifies: The client operatingsystem
version is oneofthe desiredversions

Usedfor OSidentification purposes
and toreport onmachinesthat are
running outdated, unsupportedor
externally-installedoperating
systems.

RemoteRegistry Service
Running (OS Specific)

Yes Checksand Remediates: The Remote
Registry service is runningbasedon
operating system,and its startmode
is set to desiredtype

Remoteregistry allows
administrators to remotely access
andmanageaclient's registry. It is
therefore importantthat this
service is running,andtheservice
start modeis setcorrectly.

OS-Clear windows print
queues

No(Action) ClearstheWindows printer queues Performs an actionto clear the
print queues,useful for resolving
many printer-related issuesor
stopping abadprint-job.
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Health Check Remediates? Description Impact

OS-Computer Naming
Convention

No Detectswhether the computer
namingconvention matchesthe
specified regular expression

Usedfor reporting purposesto
identify machinesthat have been
namedincorrectly andnot
accordingto corporate naming
standards. Thesedevices could then
berenamedappropriately.

OS-Delete TempFolder
Contents

No(Action) Deletesall content fromTempfolders Allows for reclamation of disk
space,removing potentially harmful
files, and general housekeeping.

OS-File Associations Yes Checksand Remediates: That alist of
file extensionsare present andmatch.
Correctsany thatare incorrect and
addsany that aremissing

Useful for enforcing file-extensions,
usecasesinclude association offiles
to corporate-preferred applications
rather thanWindows native,
commercially licensable, or
undesiredalternative applications.

OS-Remote Desktop
Settings

Yes ChecksandRemediates: Remote
Desktop,RemoteAssistance and
Secureconnection(Network Level
Authentication) andsetsif anyare
incorrect

Allows for central managementof
device RDP settings.This allows for
administrators to beable to
remotely connect toandmanage
devices.

OS-Run Key Entries Yes Checksand Remediates: Both the x86
andx64Run Key entries are in an
allowed list; removesany thatare not

Run keyentries areapopularway
for viruses ormaliciouscodeto
executeon systemstartup. This
checkensures thatonly the itemsin
theallowed list can bepresent in
the run key,which protects systems
fromharmfulsoftware execution.

OS-Screen Saver Settings Yes Checksand Remediates: For each
user,whether the screensaver is
configured,whether it's set to
password protected, thetimeout and
thepath; if anyare incorrect, they are
corrected

Allows for central managementof
screensaver settings.Couldbe used
by organizationsto enforcea
corporate-brandedscreensaver.

OS-Security Group
presence

Yes Checksand Remediates: Local group
membershipfor a specified local
groupto ensure that a specified
memberexists; if it does notexist,it is
added

Canbe usedin place of grouppolicy
preferences toensure thata specific
local group—suchas theLocal
Administrators,Power Usersor
Remote Accessgroups—have the
specified user or groupasa
member.
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Health Check Remediates? Description Impact

OS-Windows Explorer
Settings

Yes Checksand Remediates:The following
-ShowHidden Files, Show Protected
SystemFiles, Hide File Extensions for
Known File Types,CompressedFiles
in adifferent color,Show Run onStart
Menu,Hide Empty Drives; corrects
any thatare incorrect

Useful for enforcingor initially
settingexplorer settingswithout
restricting the user fromchanging
them later, such asthroughgroup
policy.

OS-Windows licensing
compliance

No Detectsthecurrent Windows
licensing state

This isusefulfor administrators to
detectmachinesthat are not
licensedfor Windows. This could
indicate aproblemwith KMS,or
machinesusingaMAK key rather
than aKMS key,machinesthat are
running a homeedition or non-
corporate installation,etc.

OS-Logon Server correct No Detectswhether the current Logon
Server matchesthe desiredname

An incorrect or geographically
different logonserver could
indicate amisconfiguration
centrally that wouldneedto be
addressed.An incorrect remote
logonserver could introduce
problems suchas slow logonor the
inability toaccesscertain resources.

PowerShell Health
Checks

Ensure desiredPowerShell
scripting andremote
managementsettings are
configuredcorrectly

PowerShell -WinRM Yes ChecksandRemediates:That WinRM
is enabled or disabledon themachine.
If in an incorrect state, changesit
accordingly

WinRM isWindowsRemote
Managementand allows for
PowerShell to performvarious
commandson remote systems.This
allows administrators toensure
thatWinRM is eitherenabledor
disabled.

PowerShell -Set PowerShell
ExecutionPolicy

Yes ChecksandRemediates: The
PowerShell executionpolicy. Choose
between Restricted,All Signed,
RemoteSigned,Unrestricted, Bypass
or UndefinedSets tothe desiredstate
if incorrect

This controlsthePowerShell script
executionpolicy to determine
whether scripts can berun and,if
they can,whether they needto be
digitally signed.

Security Health Checks Ensures client endpointuser
accessis configuredcorrectly
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Health Check Remediates? Description Impact

Security -User Access
Control(UAC) Enabled

Yes Checksand Remediates: If UACis
enabled;performedonly onWindows
operating systems

User AccountControlprevents
actionsthatwould normally require
administrator accessfrommaking
changesto the systemby
presenting a user dialogue boxthat
hasto bemanually accepted.This
checkensures that this setting is
enabled.

Security -User Local Admin No Detectswhether the currently logged
onuser isa localadministrator

Useful for reporting purposesto
identify systemswhere the useris
an administrator oftheir machine.
Administrative accessallows full
control over the systemandsystem
resources and could be usedfor
malicious purposes if someone
were to gainaccessto themachine.

Security -BitLocker Drive
Encryption

Yes ChecksandRemediates: If BitLocker
drive encryption is enabledfor either
theOSDrive, All Drives or aSpecific
drive; enablesif it isnotalready
enabled(encrypts)

BitLocker ensuresthat contentona
disk cannot beaccessedif the
device is lost,stolen,or simply
powered offandthedrive inserted
into anotherdevice.This checkwill
ensurethatdrive encryption is
turned onandwill performthe
encryption if not.

Security – BadRabbit
Immunisation

Yes Checksfor signs ofinfection and
performs immunizationagainst future
attack.

Bad Rabbit ransomware cancause
irrevocable damageto systems,
immunizingagainst attackprevents
data lossanddowntime.

Security – WannaCry
Infection DetectionHealth
Check

No Checksfor systemsthat have already
beeninfected byWannaCry by
searchingall hard diskdrives for files
with the extension“.WNCRY”,
conductinga comprehensive
evaluation ofIndicators of
Compromise(IOC) for thisexploit.

TheWannaCry ransomware can
causeirrevocable damageto
systems,fast andefficient detection
andprevention of the spreadofthe
outbreak prevents data lossand
downtime.
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Health Check Remediates? Description Impact

Security – WannaCry
Vulnerability Assessment
Health Check

Yes Checksfor systems that are
vulnerable to theWannaCry attack
evaluatingwhether thecorrect
patches andsystemupdateshave
beenapplied to thesystem.If a
machine contains noneof the
specifiedpatches,it is vulnerable to
attackby WannaCry.

TheWannaCry ransomware can
causeirrevocable damageto
systems,fast andefficient detection
andprevention of the spreadofthe
outbreak prevents data lossand
downtime.

System-Secure Boot No Detectswhether Secure bootis
enabledor disabled

Secure bootprevents themachine
bootinginto an unauthorized boot
environment, this check canbe
usedto report ondevices that have
this settingenabledor disabled.

Software Health Checks Performs various checksrelating
to software issues

Software -Illegal Software
installed

No Detectswhether any software
specified in anamedlist of either
software titlesor softwareGUIDsis
installed

Lots oforganizationswill maintain
a list ofprohibited software, suchas
torrent applications, games,illegal,
or inappropriate software, etc.This
health checkwill scanthemachine
for any namedor partial-matching
titles and canbeusedfor reporting
purposesor for targeted,enforced
software removal.

Software -Internet Explorer
HomePage

Yes Checksand Remediates:Whether the
Internet Explorer homepageis set
correctly, and if notsetsit

Canbeusedby administrators for
enforcing aparticular homepageor
list of homepages.

SystemPerformance
Health Checks

Maintain systemperformancefor
end users

System-Free Disk Space No Verifies: The% free spaceondisk
drives

This checkallows admins to report
ondevices that fall underacertain
percentage of free disk space.They
could then usethis information to
target hardware replacements,disk
cleanup,or other remediation.
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Health Check Remediates? Description Impact

System-Defrag drive No(Action) Runs thedisk defragmentationtool to
reorganize andoptimize thedisk

Disk defragmentation is usefulfor
spindle disks asit is usedtomove
data together onthe disk sothat
lessmovementof the read headis
required. This improves disk
read/write speedsandimproves
systemperformance.

System -Run CheckDisk No(Action) Schedules aChkDskto runon the next
reboot

ChkDskverifies the integrity ofthe
disk.It will lookfor anybadsectors
andattemptrepair. This health
checkallows for administrators to
schedule this action onnextreboot
toproactively checkthediskor to
repair a reported unhealthydisk.

System-Run DiskCleanup No(Action) Runs thediskcleanuputility to
remove unneededfiles andreclaim
lost disk space

Diskcleanuputility will remove
thingssuchas temporary Internet
files,temporary Windows files,
unusedapplications and system
utilities, etc..It can beusedto
reclaim disk spaceif the systemis
getting low on space.

System-Trigger System
Restore

No(Action) Triggers aSystemRestore taskso
systemscan berestored to a specific
point in time

Allows for remotesystemrestore
point creation,allowing
administrators totriggera restore
point on demand.

System –Disk Cleanup Yes Checkswhether systemshave under a
certain percentageof free disk space.

Machines running out ofspaceis a
concernto lotsof IT administrators
andthey needa way ofreclaiming
spacewithout compromisingany
data that theusermaybestoring in
unknown locations.

System– RebootRequired No Checkswhether a reboot is required
for upto four primary reboot reasons
(Windows UpdateInstallation,
Windows ComponentInstallation, File
RenameOperations, SCCMReboot
Pending)

A pendingreboot can cause
application issues andcanprevent
the installation of security updates
that arewaiting ontheprevious
installation andsubsequentreboot.

System– Up Time No Checkswhether the systemhasbeen
online for longer than thespecified
number ofdays

Systemsthat have beenonline
without a reboot for longperiods of
timearemorelikely tosuffer from
health issuesresulting from
previous installation, configuration
or general file system/registry
changes.
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Health Check Remediates? Description Impact

Windows UpdateAgent
Health Checks

Ensure the successfuldistribution
of updatesand hotfixesreleased
for Microsoftproducts

WUA -Service Missing Yes Checksand Remediates: Whether
WSUS service ispresentonthe
machine or not

If the Windows Update Agent
service is notpresentor not
running,then it would not be
possible to patchthemachinewith
Windows Updateseither through
WSUS or throughConfigMgr.This
can compromisemachine security,
complianceandapplication
functionality.

WUA -Service Running Yes ChecksandRemediates: The
wuauserv service is running,andits
start modeis set to desired type

If the Windows UpdateAgent
service is notpresentor not
running,then it would not be
possible to patchthemachinewith
Windows Updateseither through
WSUS or throughConfigMgr.This
could compromisemachine
security, compliance and
application functionality.

WUA -Version Yes Checksand Remediates:TheWSUS
client version is current

Improvements, bugfixes,and the
ability topatchcertain software can
only beattained usinglater
versions of the updateagent.This
checkwill ensurethat theversion
installed ondevices iscurrent and
up-to-date.

Windows Update– Auto
Update GPO

No Checkswhether the grouppolicy
settingsfor Windows Update
configurationare setcorrectly.

Deviceswith incorrect or missing
grouppolicy configurationmay not
know for example,which server to
contact for updatesor theymay be
contactingan incorrect (legacy,
retired, wrongregion) server.

Windows Update– Last Scan
Cycle

Yes Checkswhen themachine last run the
software update scancycle.

The scancycle pulls down and
comparesthe latestWSUS
cataloguewith the installed updates
on thesystem.If the scanhasn t̓run
recently, theclients would notbe
aware ofany newapplicable
updates.
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Health Check Remediates? Description Impact

Windows Update – Metadata
Version

Yes Checkswhether the software update
metadataversion on theclient
matchesthe currentmetadataversion
onthe server

If themetadataversion is outof
date,then theclient would not be
aware of anynew updatesin later
catalogueversions which would
affecttheir overall compliance

Windows Update – Non-
Compliant Assignments

No Checkswhether there are any
ConfigMgrsoftware update
deployments that contain updatesin a
non-compliantstate

If any updatesthat are part ofa
ConfigMgrsoftware update
assignmentare not installed, then
the systemwould be non-compliant
for those updates.

Windows Update– Software
UpdateScanErrors

No Checkswhether any errors have been
reported by theSoftware update scan
agentand reports back upto the last
10errors

Errors duringthesoftware update
scanwouldmeanthat the system
would be unableto determine the
current health state for itʼs updates
andwould notbeable toapply any
new ones

WMI HealthChecks Detectsandresolves client
endpointWMI issues

WMI -ConfigMgrClient
Namespaces

Yes Checksand Remediates: Connectivity
toWMI namespacesusedby the SCCM
client

ConfigMgrrelies heavily onthe
Windows Management
Instrumentation to function.
This checkensures that the
namespacesthat ConfigMgrrelies
uponare present and can be
connected to.

WMI -ExecMgr Connection
Error

Yes ChecksandRemediates: Detects
whether the SCCMclient's execmgr
logcontainsWMI connectionerrors

If the logcontains connection
errors, thenthat would indicate a
potentialWMI corruption,this
checkwill automatically detectand
remediate this issue.

WMI -In Path Yes ChecksandRemediates: The
system32\wbemfolder is included in
thepathvariable in the environment

If this folder is notincludedin the
path,thencalls toWMI that donot
reference thefull pathwill fail.This
could causeapplications and
PowerShell scripts to fail, and
create difficulty executingWMI
froma commandline.
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Health Check Remediates? Description Impact

WMI -Repository Integrity Yes Checksand Remediates:The integrity
of thewmi repository

WMI is a fundamentalcomponent
ofWindows andis usedtostore
andretrieve informationaboutall
aspectsof the operating system.If
WMI is broken,theservice isnot
running,or therepository is
corrupt then it can affectnumerous
systemprocesses,including
ConfigMgr.

WMI -Service Running Yes ChecksandRemediates: The
WinMgmt service is running,andits
start modeis set to desired type

WMI is a fundamentalcomponent
ofWindows andis usedtostore
andretrieve informationaboutall
aspectsof the operating system.If
WMI is broken,theservice isnot
running,or therepository is
corrupt then it can affectnumerous
systemprocesses,including
ConfigMgr.

WMI -Windows Server
UpdatesInstalled

Yes Checksand Remediates:Proper hotfix
installedonrelevant Windows Server
systems

This importanthotfixis critical to
WMI operabilityonWindows
Server systems.This checkensures
that theupdate is applied.

BITS HealthChecks Ensure file transfersare
happening as expected

BITS -Service Running Yes Checksand Remediates:TheBITS
service is running,and its start mode
is set to desiredtype

BITS is usedby ConfigMgrand
other applicationsfor datatransfer.

BITS -Service Startup
Failing

Yes ChecksandRemediates: Detects
whetherBITS startupis failing(it
mightbepossiblethat BITS has
becomecorrupted)

If BITS fails tostart thencorruption
may haveoccurred andwould need
to berepaired.

BITS -Version Yes Checksand Remediates: Ensure SCCM
Clientshavea recent version ofBITS

Improvements have beenmadeto
later versionsofBITS.

Adaptiva Health Checks Ensure you havethecorrect
Adaptiva OneSiteversion running
onall endpoints
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Health Check Remediates? Description Impact

Adaptiva Client -Version No Verifies: Whether Adaptivaclient
version is equaltodesired Adaptiva
client version

Many product improvements,
enhancements, bug fixes,andnew
features have beenaddedto later
versions of the Adaptiva Client.This
checkwill checkwhether theclient
is at thelatest version andcanbe
usedfor reporting andtargeting
purposes.

GroupPolicy –
ProcessingErrors

Ensure GroupPolicies are
processedwith noerrors

GroupPolicy – Processing
Errors

No Checksfor any errors when
attemptingto processGroupPolicy

GroupPolicy is responsiblefor
enforcing configuration and
security settingsondevices.If there
are processingerrors, then some
important settingsmaybemissing
or incorrect

Windows 10Health
Checks

Windows 10-Credential
GuardActive

Yes Verifies: That CredentialGuardis
enabledandactive on themachine.If
Credential Guard is notenabled,
remediationwill enableit.

Improves security byenabling
Credential Guardtoprotect the
organization by isolating and
hardening key systemanduser
secrets against compromise.

Windows 10-Device Guard
& CredentialGuardActive

Yes Verifies: That bothDevice Guardand
Credential Guardare enabledand
active on themachine.If Device Guard
and Credential Guardare not enabled,
remediation will enablethem.

Improves security byenabling
Device GuardandCredential Guard
to harden acomputer system
againstmalware and further
protect the organizationby
isolating andhardeningkey system
and user secrets against
compromise.

Windows 10-Device Guard
& Credential Guard Capable

No Verifies: That thedevice hasall
prerequisites andis capableof
supporting bothDevice Guard and
Credential Guard.

Helps improve security by
determiningwhether or not the
endpoint canrunDevice Guardand
Credential Guardfeatures.

Windows 10-Device Guard
HVCIActive

Yes Verifies: That DeviceGuard/HVCI is
enabledandactive on themachine.If
Device Guard is notenabled
remediationwill enableit.

Improves security byenabling
Device Guard,which will hardena
computersystemagainstmalware.
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Health Check Remediates? Description Impact

Windows 10-DG-CG-DMA
Protection

No Verifies: That Direct Memory Access
Protection isavailable.

Helps improve security by
determiningwhether DMA
Protection, which isdesirable for
Device Guard/Credential Guard
security, is available.

Windows 10-DG-CG-NX
Protection

No Verifies: That No-Execute(NX)
Protection isavailable.

Helps improve security by
determiningwhether No-Execute
(NX) Protection,which isdesirable
for Device Guard/CredentialGuard
security, is available.

Windows 10-DG-CG-OS
Architecture

No Verifies: That the OperatingSystemis
64-bit.

Helps improve security by
determining whether thesystemis
running the 64-bitversion of the
OS,as 64-bitvirtualization is
required forDevice
Guard/Credential Guard.

Windows 10-DG-CG-OS
SKU

No Verifies: That the OperatingSystemis
a valid SKU. SupportedSKUs for
Device Guard/Credential Guard
includeEnterprise, Server, Education
andIoT.

Helps improve security by
determiningwhether the version of
Windows onanendpoint is capable
of running Device Guard/Credential
Guard.

Windows 10-DG-CG-
SecureBoot State

No Verifies: That SecureBoot is enabled
onthe device.

Helps improve security by
determiningwhether SecureBoot,
which is arequirement for Device
Guard/Credential Guard,is running.

Windows 10-DG-CG-
SecureMOR

No Verifies: That SecureMemory
Overwrite Request(MOR) Protection
is available.

Helps improve security by
determining whether MOR
protection, anadvancedsecurity
feature desirablefor Device
Guard/Credential Guardsecurity, is
available on theendpoint.

Windows 10-DG-CG-SLAT
Supported CPU

No Verifies: That theinstalled CPU
supports the Second-leveladdress
translation feature.

Helps improve security by
determiningwhether Second-level
address translation, an advanced
security feature desirablefor
Device Guard/Credential Guard
security, is supportedby the
hardware.
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Windows 10-DG-CG-SMM
Protection

No Verifies: That SystemManagement
Mode(SMM) Protection is available.

Helps improve security by
determiningwhether (SMM)
Protection, an advancedsecurity
feature desirablefor Device
Guard/Credential Guardsecurity, is
available.

Windows 10-DG-CG-TPM
Version

No Verifies: That thesystemhasavalid
TPM and that it is at least version2.0.

Helps improve security by
determiningwhether theversion
TPM allows theutilization ofDevice
Guard/Credential Guard.

Windows 10-DG-CG-
VirtualizationFirmware

No Verifies: Thatvirtualization firmware
is presentandavailable. This includes
Intel Virtualization Technology,Intel
VT-x,AMD-V,Virtualization
Extensionsor similar.Virtualization
firmware is a requirementfor Device
Guard/Credential Guard.

Helps improve security by
determiningwhether the
virtualization firmware required for
Device Guard/CredentialGuardis
present andavailable.

Windows 10-DG-CG-
Win10 Build Version

No Verifies: Thattheversion ofWindows
10running is RedstoneX or higher.

Helps improve security by
determiningwhether the version of
Windows, supports advanced
security features for Device
Guard/CredentialGuardthat were
madeavailable in the release of
version 1511.

Windows 10-Last OS Install
Date-Time

No Verifies: That thelast timethedevice
hadanOSinstall/reinstall wasmore
thanXdays ago.

Improves end-userexperience by
ensuring that end-usersthat have
just beendisrupted for aninstall
are prioritized last foranother
install.

Windows 10-Microsoft
EdgeVersion

No Verifies: That theinstalled version of
Microsoft Edgemeetsrequirements.

Ensures securebrowsingvia
Microsoft Edgeby determiningif
the installed version of Edgemeet
requirements.

Windows 10-Minimum
Hardware Requirements

No Verifies: That the devicehasthe
minimumrequired hardware
specificationfor supportingWindows
10.Defaults are set toMicrosoft
hardware recommendationsbut can
beadjustedat designtime or runtime
to reflect specific business
requirements for upgrade.

SupportsWindows 10deployment
by allowing forautomatic
determinationofWindows 10
hardware compatibility toensure
smoothupgrades.
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Windows 10-Unified
ExtensibleFirmware
Interface(UEFI)

No Verifies: That thedevice is running
theUnifiedExtensibleFirmware
Interface(UEFI) requiredforSecure
Boot and DeviceGuard/Credential
Guard.Thesesecurity features are not
supportedonlegacyBIOS.

Helps improve security by
determininghardware readiness
for advancedsecurity features such
as Secure Boot,Device Guard,and
Credential Guard.
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ContactUs
Requesta Endpoint HealthdemofromAdaptiva to learn how your organizationcanstart creating their own
endpoint security health checkstoday.

Visit www.adaptiva.com/endpoint-health to learn more.

4010 LakeWashington Blvd
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