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Haunted Hardware
A quiet server room. An unsuspecting business.
And a cursor found moving about freely in the dark!
Hear the creepy, nail-biting tale of a family- owned
business’ struggle to get their company data back
from Russian criminals.

The Texas Email Massacre
An unsuspecting employee. A request for
verification. And one click that set off a business
massacre of epic proportion. Listen-in to find out if
there were any survivors of this system slaughter.
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Haunted Hardware
Peter is heading for an appointment when he is
approached by a frazzled young woman.

I don’t understand what’s
going on. We have constant
tech issues and problems
accessing websites.

Hi, I’m from the law firm next
door. We need your opinion
about something weird that
we found in our server room.

We even have
email issues
sometimes.
You don’t say? Well,
let’s have a look…

Something weird?
Sure! I’ll be right over.

They are horrified when the cursor selects a file,
right clicks and selects copy!

No! I don’t!
Did you see that? Do
you have anyone working
remotely on this server?

Peter goes with the owner to the server room to
investigate. On the monitor, the mouse cursor moves
back and forth. They look on curiously in silence.
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We must unplug
everything now.

Peter sits back at the computer as he shares the
bad news. He shows Russia, Korea, Europe and the
US as sources of the hacks.

This has been going on
for a long time undetected
and many of your files have
been copied.

This is going to require
a forensic investigation.

I’ll begin notifying
our customers.

IT SUPER KNOWLEDGE
START WITH THESE STEPS
Firewall

To learn more about how to
protect your organization,
check out these additional
resources.

Security Operations Center

• Network Security Checklist

Properly configuring the firewall to not allow remote desktop services
be accessed from outside the company and limit access to only those
geographic areas they conduct business in.

Have an IT partner who provides a Security Operations Center (SOC)
that is well integrated with the end user service desk. The SOC watches
24/7 for global cyber security threats and advises the service desk of any
issues. The service desk can take proactive actions to alert and protect
their customers from cyber criminals.

Network Assessment

A trusted IT partner can easily conduct a network assessment.
This will identify security vulnerabilities and the provider will make
recommendations to increase security and reduce cyber threat risks.

Advanced Endpoint Protection

Advanced endpoint security uses artificial intelligence to identify and
prevent known and unknown threats in real time. Devices can self defend
by stopping processes, quarantining those processes and notifying the
Security Operations Center to start file rollback.
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•A
 Quick Guide to Managed IT
Services

The Texas email massacre
An unsuspecting young man is sitting at a computer
reading an email from his “boss.” He clicks on the
email attachment which looks like an invoice.

Elsewhere, a very happy hacker is at his computer
when he catches his “phish.”
This is going to be epic!

You’ve been a victim of phishing. We
will have to contact all your clients
and shut down your network to clear it
out. This will take a while.
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I can’t believe we have to pay
the ransom. Those punks!

…and remember to always check
email addresses to know who is
really sending you the email and
hover over links to know where
the link is going to take you…

It’s the only way to get
our data back. We have
to prevent this from ever
happening again.

IT SUPER KNOWLEDGE
START WITH THESE STEPS
Employee Education

Keep users apprised of continued threats as technology and attackers
are always changing. In addition, ensure there is a quarterly training plan
to make sure users know what to do in an emergency.

Backup Disaster Recovery Plan

Having a great disaster recovery plan in place can significantly minimize
downtime and recovery. If a ransomware situation does happen, you are
able to recover quickly along with not having to pay the ransom.

Verify Emails

Make sure that you verify that the email is valid before you click on links or
attachments. Due diligence is key in making sure that situations like this do
not happen.

Company Culture

In order for cyber programs to succeed, there needs to be a top down
culture that embraces security as a core corporate value. Choose a partner
that can influence senior level perspectives and behaviors to recognize
the importance of a strong, proactive cyber program. Align your IT Security
with Strategic Business Objectives – with data transformation programs
becoming more prevalent across small- and medium-sized businesses, a
robust cyber program/partner has never been more important.
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To learn more about how to
protect your organization,
check out these additional
resources.
• Phishing Checklist
• Ransomware Checklist
• Solutions for Backup &
Recovery

Reach out anytime to ask a question or to
schedule a no obligation IT security review.

www.visualedgeit.com
(866) 863-2266
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