Implementing a set of best practices that create an in-depth
protection methodology designed to anticipate, identify, and
mitigate risks while monitoring the effectiveness of safeguards
in place.

Resiliency through Cybersecurity Operations Risk

Over its 150-year history, Gilbane has adapted to new methods and technologies in construction, safety, and » Cyber Incident Response
project management. Today's innovations in information technologies give our project teams much greater > Cybersecurity Training
visibility and access to vital project design and specification documents from nearly anywhere within the cyber > Vulnerability Management
sphere. However, new technologies introduce new risks as businesses and industries grow more dependent on

these new tools, and Gilbane is no exception. Gilbane considers the privacy and security of its clients, partners,

and employees as paramount. The Gilbane Technology Group (GTG) and the Information Security team work

every day to keep the IT infrastructure ready and available to meet the needs of all our people. ; :
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We have adopted and implemented security practices designed to protect the confidentiality and integrity , Cybersecurity Policy > System Hardening

of our clients' and partners' information. From the laptop to the data center, Gilbane follows a risk reduction > Cyber Risk Insurance > Access Control

strategy by deploying cybersecurity safeguards in technical, operational, and policy environments, even as we > Security Tools and Platforms
adopt and implement new technologies to gain new efficiencies and cost savings for our customer community.
We draw upon the National Institute of Standards and Technology (NIST) Cybersecurity Framework, a set of best
practices that outline protection objectives and safeguards at all tiers of the IT infrastructure to create an in-depth

protection methodology designed to anticipate, identify, and mitigate risks while monitoring the effectiveness of Cyber R | Sk
safeguards in place.
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