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• Integrator is a partner who has the ability to connect new Customers to VSaaS services. VSaaS bills integrator for total traffic used by all
customers connected by this integrator. Integrator bills customers individually for traffic and services each customers have used.

• Customer is the owner of the cameras and equipment who wants to connect his equipment to cloud services. Customer pays monthly
subscription fee to integrator.

• Manager can be either program or billing administrator and performs duties as assigned by integrator to help with customer management.

• Roles determine cameras and camera functions that a user can access and/or control. One camera can be added to multiple roles and different
permission can be set for each camera parameter under each role. There are two role types Admin and Guard. One user can have multiple roles
but only of the same type.

• Admin is a user with access to Admin portal. Can review/change camera and alerts settings according to assigned role. Can add new cameras.

• Guard is a user without access to Admin portal. Can only view cameras through web-interface or mobile app, create clips, use PTZ controls
and/or share cameras with others according to assigned role.
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Integrator
Can add new customer and their cameras. Can create managers, 
customers and users.
Can assign billing plans for customers and individual cameras.

Customers
Owner of the cameras. 
Can add cameras. Can create users. 
Decides what cameras and with which permissions users can access.

Users
Admin type users can add and control cameras. Can create users.
Guard type users can only view, save clips or share cameras.
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Users 2 and 3 can view, configure and save clips from
Camera 2; view, use PTZ controls and configure
Camera 3. Additionally, User 3 can share and save clips
from Camera 3. Being and Admin type role this user
can access Admin Portal.

Users 4 can only view Cameras 3 and 4. Being a Guard
type role this user does not have access to Admin
Portal.

Roles and Camera Permissions

User 1
(Guard role)
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View camera

Save clips

PTZ control

Configure camera

Share camera

Camera permissions

User 2
(Admin role)

Role 1

Each camera has 5 permissions that can be assigned to a role, the role is then assigned to a user granting access to the specified camera and select functions.

Role 2

Role 4

User 3
(Admin role)

User 4
(Guard role)

Cam 1

Cam 2

Cam 3

Cam 4

User 1 is assigned Role 1 and can view and save clips
from Camera 1; view and share Camera 2. Being a
Guard type role this user does not have access to
Admin Portal.

Role 3


