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& o tjadmin @ Dashboard screen shows you statistical

Dashboard P information about your account

Statistics (UTC Time Zone) | | Charts l Interface language © Switch to charts view for a graphical presentation
of all statistics. You can customize how the
Atadate graphs look for easier and faster book keeping.
[ 02/01/2019 to| 02/24/2019 Show ] . e . .
J ~—® Select date range to view statistics for this period
At a date
@O b oisaois st Review storage utilization for the selected dates
Average archive storage used 63.29 GB 7]
Total archive storage used at 2/18/2019 46.18 GB . . . . .
e i s , Review communication statistics for the selected
Total clips storage used at 2/18/2019 0 [~ d ates
Total clips time at 2/18/2019 0
Total traffic 1.36 GB
e 0 - Number and status of cameras associated with
Total emails sent 0 your account

Total Streaming Cameras at 2/18/2019 1

Number and status of your customers

At the moment

Total customers.

Cameras Customers

.enah\ed
W disabled

. enabled

M disabled
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- * Integrator is a partner who has the ability to

connect new customers to cloud services. VSaa$
bills integrator for total traffic used by all
customers connected by this integrator.
Integrator . TN .
Integrator bills customers individually for traffic

and services each customers have used.

* Customer is the owner of the cameras and
equipment who wants to connect his equipment
to cloud services and pays monthly subscription
Manager 2 fee to integrator.

Manager n

Customer 1

Customern . .
* Manager can be either be program or billing
administrator and performs duties assigned by
integrator.

Manager 1

| I * User under customer is a user that has access

| | only to customer account with permissions as
“ Guard n assigned according to the role.

Admin 1 Guard 1 Note: user get access to cameras according to a

set of rules requested by the customer. The set of
Guard n rule is saved as a Role. Same role can be assigned
to multiple users.

Admin 2




Step 1
Customers |
Active Customers Deleted Customers

Steps 3

 — |
|
Customers

ABC Super (customer)

Statistics =~ Charts =~ Users Camerasm;-\erts Events  Account
oles | Wl

Setup New Customer

Steps 2

(‘ustomers

ABC Super (customer)
Statistics = Charts = Users Roles | Alerts | Events

Cameras | \

Optional step

Customers

ABC Super (customer)
Statistics Charts Users Cameras Roles - Events = Account profile Lo

Alerts
Alerts Settings Daily Report /
ABC Super Notifications | System is Armed ﬂ Create Sensor Event I Create System Event

Steps 4

ABC Super (customer)

Chart 'Zar~*eras Roles Alerts Events Account

Statistics

Users

Optional steps:
* Branding
*  Sensor and System event alerts setup
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Recommended sequence of steps

1. Under Customers menu click Create and fill in
required fields to create a new customer

2. Add customer cameras to the system and
choose appropriate billing plans for each camera

3. Then create roles according to customer needs

4. Next create users for every person who will
need to have access to the cameras

5. Lastly assign roles to users to give appropriate
level of access to cameras for each user

Additionally, you can create Alerts for specific
events according to the customer needs
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Menu — Customers: Overview
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Click to create new customer

¢ Customers S Manage customers on this screen.

s L INTEGRATOR
Dash s Cameras Alerts Logs Api Keys ;IJ :f_\ EN~ .®

Customize appearance of the list using columns

Customers | |[EED menu
Active Customers | Deleted Customers Change order of names in the list: Ato Z or Z to
A.
Show 10 v entries Reset filters Columns Reset settings Refresh
Customer Click on customer name to open information
ID Enabled Comps Customer email Address type .
page for this customer.
ID X Cusbegner email X Address » -
» —— Search for customer by ID, Company name,
Columns ~ Customer email or address. Simply start typing in
138 Customer the column header to shorten the list.
150 - ID CUstemer
171 ¥ Enabled Customer Use X to clear just one search filter.
. Company name ot
_ ustomer Use Reset to clear all selected search parameters
| ¥ Customer email
Sowing 1105 of 5 entries ¢ Address weios [Jll vt peleted Customers information can be found
¢/ Customer type " under Deleted Customers tab.
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Menu — Customers: Statistics
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( O H
Customers ) . L , S L, WO Click on customer from the list to open customer
Cameras Alerts 0gs Apl Keys — N~
menu.

Customer (customer)

[ Charts | Users | Cameras @ Roles | Alerts | Events | Accountprofle = Branding | Logs }— aMenu tabs prOVide information abOUt CUStomer
account. Under charts customer’s usage is

presented in graphical form for easier analysis.

Statistics (UTC Time Zone)

At a date
[ 02/01/2019 to 02/19/2019 Show J
) ; ) - —ao You can select date range for statistics
-u-ersge archive stcrage use
Total archive storage used at 2/19/2019 0
Average clips storage used 0
Total cps storage used at 2115/2019 0  0 Overall traffic and storage activity for selected
foralelips me 2t 2192019 L dates is shown here. Charts will provide you with
Total traffic 0 . . .
a detailed statistics on each component.
Total SMS sent 1]
Total emails sent 1]
Total Streaming Cameras at 2/19/2019 0
| Number of wusers and cameras currently
= associated with this customer.
At the moment
Total users 14

Camearas

[l enabled
M disabled
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Menu — Customers: Create New
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o n Type in customer information

~ Customers

N 2 INTEGRATOR
Bl oy

Dash rs Cameras Alerts Logs Api Keys T

. You can disable access to admin portal portal for
Customer Creation this customer

Contact Information
Email )
Select default cloud recording settings for all
First name * cameras associated with this account. Each new
camera will be recorded for specified time period
unless a specific billing plan is selected.

Postal code ¥*
Country United States > . ™ .
You can disable ability to share cameras for this
customer
Default settings
Cloud recording weeks v 2 v Continuously 24-460r recording *
Require user to confirm email address before first
Admin Portal 27n Login to Admin Portal |ogin
Shared Links Eamn =share

) ) Require user to change password upon first login
User creation settings 9 gep P g

New user should Confirm email Change password (temporary password will be
generated)

Click next to proceed to billing information.
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Menu — Customers: Create New Continue

Previous page Next page
o n Customer billing information

~ Customers

N 2 INTEGRATOR
Bl oy

Dash rs Cameras Alerts Logs Api Keys T

. Type in customer billing information or place
Customer Creation check box at Use Business address as Billing

_ © address to copy info from previous step.

Billing

Input credit card information.
Billing Name l 1234 *

Use Business address as Billing address

Click create to save changes and add customer
profile to the system. Now any cameras
Address » connected to this customer account that have an
active subscription will be automatically charged
to customer credit card.

Search Address

City / Town *
State / Province
Postal code *

Country United States >

Add Credit Card

you may also add credit card later
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Menu — Customers: View and Modify
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Click on customer name from list. Go to Account
profile tab to view customer information.

[- =2

~ Customers

- A A i Ny o INTEGRATOR
Dash 'S Cameras Alerts 0gs Api Keys EN~

Click Disable to lock access to admin portal for this
customer.

ABC Super (customer)

Statistics Charts Users Cameras Roles

Alerts Events

Click Disable to temporary suspend all activity of this
customer. Video stream will stop recording, customer
will loose access to all interfaces.

Account Profile

Admin Portal: |

dmin Portal
CuatcmerStatus:[ Deete | e —® Click Delete to permanently remove customer.
Shared Links: Customer can Share now

Click Disable to prohibit customer from sharing
cameras.

P2P Cameras: Customer can create P2P Cameras

Click Disable to prohibit addition of P2P cameras by

Contact Information

_ customer.
Company name ABC Super
Phone | 112365493715 l You can type in new/updated information in
Phone in intemational format (+1 123 456 7890) _ corresponding fields and click save button at the

bottom of the page to submit changes.

Scroll to the bottom of the page to change default
cloud recording settings. All cameras added to this
customer account will receive specified storage
Save allowance. Each camera can be manually set to a
different storage allowance from the camera settings
menu.

Default settings

Cloud recording days v 3 v Continuously 24 hour recording
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Profile — Customer Billing  erevious page Next page
Click on your name to open Profile menu. From here

C @ httpsyadmin S you can access your account info, Branding page,
S . NEREOR review and create Subscription Plans for your
- customers, view your Subscription Plan, update your
Test Integrator () credit card information and see what changes have

Dashboard Customers Managers Cameras Alerts Logs Api Keys

Told A t . .
SUbSCFIptIOﬂ Plans B°°°:_” been introduced to admin portal recently.
randing
Fixed 7 Pay As You Go 2
Biling You can sort and search through Customer Billing
Cust Subscription Pl . . .
End plans in the same fashion as any other list in the
Name x Cost T u?iig T "7 Cameras Events Storage l(':elggrciiin My Plan t |
P o ° Credit Card portal.
» Lite 7 days $ usD O] usD Monthly 0 - - 7 days
v Basic usD @ uUsD Monthly 0 . - 3 days i:;”e There are two types of plans available: Fixed and Pay
basic new £ usD usD Monthly 0 - - 3 days AS YOU GO pIans.
What's new
Pro 30 days . usD ® usD Monthly 0 - - 30 days . .. . L.
Click on any subscription plan to view and edit it.
Lite 7 days (new) $ USD Q usD Monthly 0 - - 7days ~ Logoff
® Event Recording 3 usD @ UsD Monthly 0 1500 - - 500 Enabled COSt column ShOWS hOW much we WI” Charge y0U for
¥  Streaming $ usD @® usD Monthly 0 - - 1 day 700 Enabled the plan
Streaming for customer $ usbD usbD Monthly 0 =~ - 1 day 700 Enabled
Standard 15 days $ UsbD O) usbD Monthly 0 - - 15 days 500 Enabled YOU Set End User E’f[ce- Plans WIthOUt End User Prlce
have this symbol .../ and can not be assigned to any
Showing 1 to 7 of 7 entries Rigvious Next camera.

A lock symbol indicates that this plan is assigned to a
camera, and thus it can not be changed. You need to
move all cameras that are billed according to this
plan to a different plan to be able to modify current
plan.
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Profile — Customer Billing  erevious page Next page

Depending on what type of plan you have selected
different options will be available for configuration
(option in grey fields can not be changed, option in

Update Standard 14days

Name Standard 14days white fields can)
Plan Type Fixed T
If the list of plans does not have plan with required
Cloud recording LE 0 < combination of cloud recording duration, storage,
hours resolution, etc. submit a request to customer
Clips duration 0 |- 6 |- SUppOft.

If the plan is assigned to a camera you won’t be able
—o to modify it, but you can use it as a template to
create new plan: press “Save as new plan” button to

Events

Storage, GB .
start creating new plan.
FPS 12 v
. Add a name
Resolution T
Bitrate, kbit/s Turn on Analytics if you wish to have smart object

recognition option available for cameras with this
plan. (Extra charges will be applied)

Analytic 2
applied

Monithly Annually
' ' Cost is what we will charge you for each camera that
sb is connected and is assigned to this plan.
==L '] @ Set end user price (this is what you customer will be

charged).

[m]] . Press save if you are modifying an existing plan or
k _ create to create a new plan.
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There are 3 groups of cameras: Peer to peer (P2P),
€ > C @n in ; Customer and Deleted cameras. Use menu tabs to
e switch between them.

Dashboard Customers Managers Cameras Alerts Logs Api Keys EN~

Cameras | [ \ Camera list can be searched by P2P status, Camera
ID, Video Status, Registration code, User, Billing Plan
P2P Cameras 1 Customers Cameras 6 Deleted Cameras and date When |t was mod|f|ed using same methods
Show 10 v entries Reset filters Columns ~ Reset settings Refresh as for any M In the admln portal-
Modiited
Enabled Thumbnail Camera ID Camera name Customer Video Status Camera type FPS Bitrate Resolution at TO add a hew Camera use Add bUtton
Camera ID * Camera name x v v v . . .
To view camera properties click on the camera name
v ﬂ 18776 Plaza corner ABC Super Online ONVIF P2P 12 500 19201080  2/23/2019 . .
11:40:06 in the list.
AM
@ 48785 Tada-teet ABC Supar Offline ONVIF 5 394 TZ80X720 %9;98;9 Thumbnail shows a recent snapshot from the
A camera. For offline or disabled cameras a generic
v 'l-l 14026 Home Super Online ONVIF 25 1024 1920x1080 jfgz?lem sym b0| is displayed.
@ 13447 VirtualCamera Super Offline Generic 6/25/2018 . ) . .
14327 Checkmark indicates that camera is enabled and will
AM . -
be recorded according to billing plan.
@ 13226 312 push Customer Offline SNVIE 13 1290 1920x1080  6/25/2018
10:50:24
o Crossed circle indicates that camera is disabled and
@ 10613 TestCam2 Bob services Offline ONVIF 25 1024 720x576 6/25/2018 -

footage from the camera won’t be stored.

Note: You can access list of cameras for each
customer individually from Customers menu =>
Camera tab.
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Menu — Cameras: Add New
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Customers —

ABC Super (customer) Select customer account to associate new camera

Cameras Events = Account profile Branding Logs [AYLLTRRLE] With.

Go to Cameras Tab.

Statistics Charts Users

Alerts

Cameras |

Click Add button.

Add Camera

In the next popup window select how you wish to
/ connect new camera.
PR ONVIF B Generic il
Camera | Camera

Camera

Cancel
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Menu — Cameras: Add P2P camera

Previous page Next page
= B The easiest and the most secure method to add a camera
Customers — is using P2P (peer to peer) connection. In this case data
L ]

directly flows to the cloud server over https and does not
require setup of a public IP address for the camera.

ABC Super (customer)
Statistics =~ Charts = Users Roles  Alerts = Events  Accountprofile = Branding = Logs  ‘. You can either mod|fy an existing P2P camera or create a

new one.

~ _/—0 Input Registration code obtained from the camera.

Registraton Coce | / ___ Typein desired camera name.

Camera name [ h

® Use Default Credentials

Add Camera

__o |f camera’s login credential have been changed from the
= factory defaults select Use Custom Credentials and input
b new credentials.

USD / mo)

= Pay o You Oo+ Analytics Select one of the billing options.

- A _m ki a_ s s cm meme -
- Anaryucd 1S3l piall (9 U/

$  USD/mo Traffic Cost, T8 USD / mo TafcCosLTE  §  USD/mo
$ USD/mo Cost, T8 USD / mo st 75§ USD/mo Enduserprice  § USD/mo Click t
Resolution 1280x720 s USD/mo Storage cost { USD/mo ICK Create.
Analytics USD / mo

FPS 15
920x1080
Cloud recording 7 days 1920x1080

Cloud will automatically find the camera and create a

12

Clips time 6 hours F
® e O path to it. For ONVIF compliant cameras you will gain
® basic new (S 50/ mo) access to camera settings directly from admin portal.
USD / mo)
End user price § USD/mo

§ UuUsSD/mo

UsD/imo

Storage cost $

Note: using this method is preferred. Even in the event
when internet provider changes the IP address or the
- i camera is moved to a new location, access to the camera
(Do O, and video stream will be preserved and no adjustments
to camera settings in admin portal will be needed.

$ USD/mo 1280x720

Resolution

1920x1080 -

FPS

12

Cloud recording 3 days

Back
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- w his is a more involved and less secured method.
Customers - B |t requires manual port setup on the client’s side.
- = M HTTP and RTS ports should be opened on the

router and http access url has to be created.

Cameras Alerts Logs  ApiKeys

ABC Super (customer)

Statistics Charts Users Roles Alerts Events  Account profile Branding Logs ‘ . . .
‘:- Using this method will preserve access to ONVIF
compliant features of the camera allowing you to
Add Camera modify camera settings directly from admin

portal. Access to camera analytics is preserved.

ou provide an onvil access for a camera, we can read all setings a

HTTF access ur port Input camera info in the appropriate lines.
RTSP port
Click Create button to add camera.
Username
N ® Camera will be added to your list of cameras and
you will be able to modify any camera settings
Confirm Fassword ot that are supported through the ONVIF protocol.
Description Note: In the event when client’s internet provider
changes client’s IP address camera access can be
Quality preset  Giralc EEE— Qualt interrupted and manual adjustments to the

access path will be required. Services like
DynDNS can be used to avoid connection
interruptions when IP address is changed.

3]
1
)
T
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Menu — Cameras: Add Generic camera

Previous page Next page
Customers - 8 This method is used for any camera that can not
cameres Aletstogs e s £ d be added using P2P or ONVIF methods. This

method requires HTTP and RTSP port rules to be
created on the customer's router.

ABC Super (customer)
Statistics Charts Users Roles Alerts Events  Account profile Branding Logs ‘

Add Camera to Bob services

First input general camera information and click
next.
Step 1
In second step input access urls and camera
credentials, click create to add camera to the list.

Using this method is only recommended for older
cameras that does not support ONVIF. This
methods does not allow you to change or view
camera settings from the admin portal.

Step 2

Note: In the event when client’s internet provider

changes client’s IP address camera access can be

interrupted and manual adjustments to the

Usemame access path will be required. Services like

— P DynDNS can be used to avoid connection
interruptions when IP address is changed.

HTTP access url port

Video source wrl port

Confirm Password &
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* Click on a camera name from the list of
o 3 cameras to open camera info panel. Allow the
TRl page to complete loading ONFIV. This symbol will

disappear once loading is complete.
* Under Info tab main information about the

Statistics ~ Charts UsersRoIes Alerts | Events = Accountprofile = Branding = Logs camera is displayed.

[ * General tab shows camera name,
manufacturer, model and lets you turn on and off

microphone for audio enabled cameras.

(e ) (S (o) () (recrion) (i) (czton) (ene) (i) (o) (o) (i an:Té::oyﬁutf:sth:;r::‘;‘i;:‘git'tznt;:‘;‘;ﬁ:ess urls

Goneial it East Thismbnail * Quality tab lets you change quality settings for
ONVIF compliant cameras.

* Recording tab lets you choose archive settings.
* Analytics tab lets you configure smart features.
of the camera and activate cloud analytics.

* Location tab lets you view and edit camera
location on the map.

* Events tab shows history of recognized events.

* Logs tab stores information about cameras
status changes.

Customers

ABC Super (customer)

‘(é Plaza corner — ONVIF data is loading

Camera ID 16776
Camera name Plaza comer
Manufacturer UNIVIEW

Model

Serial number
Enabled

HTTP access url

Video source url

- Online From: 2/25/2019 12:31:43 AM * Plan tab lets you change billing settings for
current camera.
Statistics * On Delete tab camera can be deleted.
* Troubleshooting tab helps you determine what
is wrong.

Editing is disabled because ONVIF data is not yet loaded Close
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Menu — Cameras: Quality Settings

Previous page Next page
For ONVIF cameras you can change quality settings
Customers = : directly from admin por.tal. Deper.1ding on the billing
Cameras  Alerts  Logs  Api Keys SIS Y plan different options will be configurable.
ABC Super (customer) For cameras that support multiple Stream channels
Statistics Charts Users Roles Alerts Events Account profile Branding Logs ‘:‘ SeIeCt approprlate Channel

Select Resolution from the list of available options
for current billing plan (can be just one option).

Plaza corner
N pe ] Clowd | FPS determines how many frames will be stored

each second. Less frames means less used storage,

clcte __-Tfoubleshooting but also means less details for fast moving objects.
. C— e s Image quality slider determines what is targeted. If
the slider is moved towards the quality side cloud

R lution
o will prioritize quality to traffic, increasing bandwidth
FPS — frames per second and storage requirement to achieve greater image
quality.
Image quality : [ens——
—— - Select VBR to force selected bitrate as average.
: == BR @ SetA

Select automatic to let cloud control quality based
on Image quality slider settings.

Bitrate sets target average bitrate for camera.

Depending on the scene complexity, efficiency of
camera’s codecs and Image quality settings cloud will
attempt to adjust image quality accordingly.
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Menu — Cameras: Analytics
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Under camera settings go to Analytics tab.

o

Customers . INTEGRATOR Depending on the selected billing plan you will have
: access do different analytics options.

ABC Super (customer)
Statistics Charts Users -I Roles Alerts Events  Account profile Branding Logs

=4 NAM Cam 03
isr7e Jf owvie ) 215P I ideo Onine Il Ciouc

Camera side analytics (if available, depends on the
camera) will be shown in this section. Click on any desired
function to configure it. Possibilities are limited and are
dependent on the camera.

All motion-based events can be turned off or on.

Cloud side analytics configuration panel (depends on the
billing plan). Chose options that you desire, unlike on
camera side there are no limits on number of analytics
modules that can run simultaneously, detection is much
more accurate.

r(_/ Object Detection Analytics Extra charge will be app -_'—J\

Detection Rule #1 Delete
Acton

@ Motion Detection (edit

Confidence determines the limit of recognition
confidence above which objects will be marked according
to set rules.

Line Crossing (edit

Intrusion Detection (edit

Detect
¥ Person
o Motion detection is on for region under blue mask and
Animal .
\ / off for the rest of the image.
Confidence ]
I——4 60 %

Once done setting up modules press Save button to

& .
submit changes.

Camera Alerts

1. Daily Report SummaryReport ()

‘ | Close I’

Pressing close will close camera settings window without
saving the changes, you will be prompted to confirm
closing without saving.

VLN N
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C @ https;//admin. o

ers Managers Cameras  Alerts L |ntegrator managers are listed here. These
managers are linked to integrator account and

I\/Ianagers | can perform duties as assigned by integrator.
Show 10 v entries Reset filters Columns ~ Reset settings . .
The list can be searched and customized same
Active Name 1 Login Roles Modified at Role type Way as a” other “StS in the admin portal.
Name x Login x All roles Role type v
v Bill The Manager Billing Manager 2/20/2019 1:23:58 PM Billing Manager
Create new manager using Add button.
¥ Create new user Owner 3/28/2017 3:20:16 PM Owner
v Operational Manager 2/22/2017 2:26:56 PM Operational Manager

Fill in information and select role.

v First name Oberational Manager 2/20/2019 5:54:38 PM
Showing Last name Previous Next o Check Confirm email to require manager to
. confirm email.
Email
Rote [ ] Check Change password to prompt manager to

O~

Operational Manager

Password

Confirm password Billing Manager

create new password on first login.

(24

Note: the managers listed in this list are related
to the integrator account only, and have
permissions according to the roles assigned.

Billing Manager

New user should

Confirm email

Change password (temporary password
will be generated)

Add Cancel
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Customers

INTEGRATOR

From the list of customers click on the customer
name and select Users tab.

Users list can be sorted in the same fashion as
any other list.

Statistics Charts

Roles | Alerts Events | Account profile Branding Logs QAYLEILE]

Users | [
—e Use Add button to create new user that will be
Show | 10 v entries Reset filters Columns « Reset settings Refresh added to the user list of the current customer.
Active Roles Modified at Role type

Fill in user information and select a role for this

Create new user

All roles Role iy user.

v First name Tladmin

v S Owner 21202019 10:11:45 AM Owner Place a check mark to require email confirmation.

v 2/20/2019 6:13:34 PM
Showing Email N Place a check mark to require a password change

Role on the first login.
Admin T
Password

Press on the user name to open page with
. information about this user.

Confirm password Guard

test group

New user should

Confirm email

Change password (temporary password
will be generated)

Add Cancel




Back to contents Last viewed page

Menu — Customer’s Users: User Info

Previous page Next page

Customers

INTEGRATOR

Security settings can be changed on Security tab.

ABC Super (customer)
Statistics Charts -l Cameras Roles Alerts Events Account profile Branding Logs

User info Security Delete Jserinic

User information can be changed on Info tab.
New roles can be assigned from the list. Only
same tier roles can be assigned to one user.

Use set password fields to create a new password

— Last login time: 2/20/2019 11:13:34 PM e .
Username \ for user. User would NOT be notified about this
Set password cha nge.
First name @
st name Contim password . Use Reset password to change password for user
s ‘ and send email notification with new password
Set password
Email A to the user.
I fi W i . .
Email confirmed Reset password and send ema'll“fo usl,erl Use dlsable bUttOl’\ to temporary dlsable user
Account roles | Admin ‘ Password D access to the System.
Admin | ]J
Confirm password @
_ Use delete tab to permanently delete user from
Reset password

Guard the system.

User status: Enabled

__eUse Set as owner to convert this user to owner

Disable user

You can set this User as Ownse

Set as owner

role.

of ABC Super




Menu — Customers: Roles

Customers

ABC Super (customer)
Statistics =~ Charts = Users | Cameras m Alects | _Fvents | Account profile | Branding = Logs ‘

Roles | |9

Create new role

Cameras

Name

Description

Role type

Admin v

Users

¢ Add all Cameras tfo the Role

Add Cance

Role type

Admin
Owner

Guard

Previous n Next

Back to contents Last viewed page

Previous page Next page

Roles determine cameras and camera functions that a user
can access. One camera can be added to multiple roles
and different camera permissions can be set for each
parameter under each role.

Roles list can be sorted in the same way as any other list in
the admin portal.

Click on the role to open its description and modify or
delete it.

Click add button to create a new role.

Input name and description for new role.

Select role type:

Admin role type: Users have access to admin portal and
are able to create other admins and guards, can assign
cameras and camera permissions that are within their role.
Can only modify users and roles that they have created as
well as any user/role created by Admins they have created.
Guard role type: User do not have access to admin portal.
Guards can use all of the features within their assigned

role permission through the end user interface.

Select users that will be assigned to this role and click Add.
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Each camera has 5 permissions that can be assigned to a role, the role is then assigned to a user granting access to the specified camera and select functions.

;o « 4
—a
Cam1 [ ‘% @ -@ J >
User 1
(Guard role)
[/
Cam 2 > @ FE
| \
User 2
(Admin role)
User 3
(Admin role)
User 4

(Guard role)

User 1 is assigned Role 1 and can view and save clips
from Camera 1; view and share Camera 2. Being a
Guard type role this user does not have access to
Admin Portal.

Users 2 and 3 can view, configure and save clips from
Camera 2; view, use PTZ controls and configure
Camera 3. Additionally, User 3 can share and save clips
from Camera 3. Being and Admin type role these users
can access Admin Portal.

Users 4 can only view Cameras 3 and 4. Being a Guard
type role this user does not have access to Admin
Portal.

Camera permissions
@\ View camera {‘f} Configure camera
Save clips A

.
=

Share camera
PTZ control
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Under camera tab you can view and modify
permission of the role.

Customers

ABC Super (customer) Use Exclude Cameras line to remove permission

Statistics =~ Charts |~ Users CamerasA\ens Events | Accountprofile | Branding Logs PRYUGERNE ] for Cameras that are aSSIgned to Other rOIeS' CIICk
on the line to see available roles.

Manage role "Admin”
Use Include Cameras line to quickly add all
Cameras [~Sefings  Users  Delete camera permission from selected roles. Click on
the line to see available roles.

[Exclude Cameras assigned to these Roles:

['"“'“deC“'“‘”a““‘g“‘-‘d 0 these Roles: Show 3 You can search and navigate list same way as any
other list in the admin portal.

)
]
]
]
=h
]
%

Columns - Reset settings

_e Place a check mark in front of the camera to add
it to the role.

Click on permission name to add or remove it
from the role permissions.

v Plaza comer

Selected 2, Total 2

—® Permissions in grey are not allowed for this role.

w

~®Permission in blue are allowed for this role.

 "€“& Save to submit changes, click Cancel to

discard changes.
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Customers — o
Dashic B Change name and description of the role under

Settings tab.

ABC Super (customer)
Statistics = Charts =~ Users | Cameras m Alerts | Events | Accountprofile = Branding  Logs ‘

Manage role "Admin”

Delete role under delete tab.
Under user tab you can assign users to this role.

Column on the left shows the list of available
users.

Available users Select 3 Selected users Desclect 3

A Test Column on the right — users that are already
assigned to this role.

Click on the user name to move it from one
column to another.

Click Save to submit changes.

Click Cancel to discard changes.




Dashboard Customers Managers Cameras Alerts Logs

Test Integrator

Alerts

Alerts Settings Daily Report

Your notifications | System is Armed Q Create System Event

Show| 10 v entries Reset filters Columns ~ Reset settings
D Name EventJype Type
ID x Name x v
166 WaccleCameraDown System Event Camera
down
¢ Alerts
Alerts Settings Braity-Report

System is Armed @

Armed On schedule Disarmed
Select default interval between alerts' emails for all account users

Oh5m v

Save

Menu — System Alerts

Refresh

Customer

Alerts

Alerts Settings

Daily Report

® Enable Daily Report @

Disable Daily Report

Available contacts

Select all

€ =

Disabled for

all until self until

Selected contacts

Disabled for

Deselect al

o

INTEGRATOR

Modified at

Back to contents Last viewed page
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Alert list shows all alerts created by either integrator or
users.

System alerts warn selected persons about the status of
customer cameras.

This list can be sorted and searched in the same fashion
as any other list in admin portal. Click on any alert to edit
it.

Create a system event to receive a notification about
problems with customer cameras at a desired intervals to
allow you to act and fix issues in a timely manner
ensuring customer satisfaction.

Under Daily Report tab a daily systems health report can
be requested. This report will include status of all
customer cameras. This report is generated at midnight.
Click on user name to add this user to the list of users
who receive report.

Under settings tab all alerts can be turned on (Armed),
turned on a specific schedule (On schedule), or turned
off.

Set interval between alerts to limit number of emails
received in a given time interval. All alerts with
notification filtering on will be accumulated for the
specified time and than just one email with the list of all
events will be generated. If Notification Filtering is off
then this interval will be ignored and notification will be
sent immediately.
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AN

To create alert linked to a specific customer

ABC Super (customer) select this customer and click on Alerts tab.
Statistics Charts Users Cameras Roles m Events |~ Account profile Branding Logs
Select alert type.
Alerts
Aletts | Seffings  Daily Report For system alerts only Camera down is currently
available: notification will be send after camera
ABC Super Notifications | System is AI‘MEda Create Sensor Event | Create System Event goes Ofﬂine fOI" any reason.
Show 10 v entries Reset filters Columns ~ Reset settings Refresh Click on alert name from the list to view or
Disabled for all Disabled for self mOdlfy th|S alert’
ID Name Event Type Type until until Modified at
D % | [Name " . . Under Settings tab all customer alerts can be
disabled or set to be active on a specified
552 Intrusion detection test Sensor Event Intrusion Detection 02/26/2019
09:41:22 schedule.
549 Motion test Sensor Event Motion Permanent 02/26/2019
09:31:43 Under Daily Report tab camera status report can

548 Line crossing test Sensor Event Line Crossing Permanent 02/26/2019 be activated .

-



ABC Super (customer)
Statistics Charts Users Cameras Roles Events = Account profile Branding Logs

Create new Alert

General

Name

Alert type

Schedule

s

.

® Any time

Custom schedule (UTC 05

Menu — Customer Alerts: Back to contents Last viewed page
Create New Sensor Alert Frevious page Hext page

Specify the name for this alert. Use something
descriptive as this will be included in the alert
notification heading.

Select alert type. For alert to work correctly
specified type of alert should be configured and
turned on in camera settings.

- Choose Any time to keep alert active always or
select specific dates and times when alert will be
active.

o Notification filtering limits the number of
emails/push messages generated in a selected
time interval to one message (all events that
have happened during this time interval will be
included in a single message).

e Choose how you wish to receive notifications.

Click next or click on Cameras tab to choose what
cameras will be included in this alert.

Note: If Notification filtering is turned on and
under System Alerts Default Interval is selected
than notifications will be aggregated based on

the longest time interval setting.



Menu — Customer Alerts:
Create New Sensor Alert
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Customers | wTeorator

Das IS Cameras Alerts Logs Api Keys

ABC Super (customer)
Statistics Charts Users Cameras Roles m Events = Account profile Branding Logs
|

Create new Alert

Available cameras Selected cameras

Edit Alert “Intrusion detection test”

Available contacts Selected contacts

Back to contents Last viewed page
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On Cameras tab select cameras that will be
included in the alert.

Click on camera name to move camera between
columns.

Left column shows available cameras.

Right column shows selected cameras.

Next click on Contacts tab or click next button to
select users that will receive notifications. Same
principal as with cameras left column shows all

available users, right — users that will receive
alert.

Click Create button to create alert.



Back to contents Last viewed page

Menu — Alerts: Schedule

Previous page

¥
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ABC Super (customer)

Statistics | Charts = Users | Cameras @ Roles m Events = Account profile = Branding Logs Select CUStom T|me Option to reveal Calendar-
Select time intervals when the alarm will be
Edit Alert "Line crossing test active. Yellow squares alert active, white

squares alert off.

Genera

Name
Name Line crossing test

Hetes Line Crossing Detection - Click save to submit changes.
Schedule

Any time

® Custom schedule (UTC -05:00)

Notifications filtering
¥ Do not send notifications that occur within | 0 h 5 m « | of the last notificaffon
Send via

< ema

sms

Cance




